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NOTICE: This publication is available digitally on the SAF/AAD WWW site at:  http://afpubs.hg.af.mil. If you
lack access, contact your Publishing Distribution Office (PDO).

This manual implements AFI 33-220. This manual provides guidelines established for on-hook telephone security
within the federal government and applies to al Air Force organizations using administrative telephone systems in
both sensitive and classified discussion aress.

1. Risk Associated with the Administrative Telephone System. The administrative telephone system, which also
includes facsimile machines and computer MODEMS, has become so common place the risks associated with its use
are often overlooked. When present in sensitive discussion areas these devices pose a great threat to technical
security. Other publications address various methods of securing intentional transmissions of information. The
objective of this manual is to provide guidance for countering the threat posed by equipment utilizing the
administrative telephone system when in an on-hook condition.

1.1 It is generally accepted that all information carried over administrative telephone circuits is vulnerable to
interception at any point along the path of the communication. It isalso understood, there is not an effective method
to protect discussions carried by communications circuits outside of a facility. Therefore the greatest possibility for
success for on-hook security measures lies in preventing equipment at the source from transmitting discussions.
Before determining specific countermeasures however, the sensitivity of the information to be protected and the
specificity of the threat to that information should be considered.

2. Determining the Need for Protection. The sensitivity of the information and the degree of physica and
personnel access control will determine the need for protective security devices and technical surveillance
countermeasures. Classified information must always be protected. However, the bulk of the discussions in the Air
Force involve sensitive information, as defined in AFI 33-202, Computer Security. This information must also be
protected, but at an appropriately lower level. This manua provides Telephone Security Group (TSG) Standards
(attachments 1-8) and recommendations which may be too stringent for sensitive, but unclassified information. The
TSG Standards were intended for classified discussion areas or other compartmented program areas where on-hook
vulnerabilities and the nature of the information generate significant risk regardliess of the threat. Commanders
requiring assistance assessing the local threat or determining the appropriate level of on-hook telephone security
should contact their servicing AFOSI detachment.

3. Principal Security Vulnerabilities. Administrative telephone system components may be used to monitor
nearby conversations or activity when the system is on-hook. This is particularly dangerous because personnel are
not generaly aware this type of monitoring can occur. Principal vulnerabilities include signals exploitation,
equipment modification, and device installation all of which take advantage of the electrical path provided by the
existing system to transmit information from an area. Areas with a secure perimeter defined by physical and
personnel access controls are referred to as a physical control zone (PCZ).
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3.1. Signals exploitation involves intercepting signals generated by inherent system design characteristics which
allow normal room conversation to be passed from an area.

3.2. Equipment modification causes existing telephone system equipment to generate signals that allow normal room
conversation to be passed from an area.

3.3. Deviceinstallation involves placement of atechnical surveillance device which collects and passes information
from an area.

4. Technical Surveillance Countermeasures. The protective methods and equipment employed to deny the use of
telephone system for other than intended communications constitutes technical surveillance countermeasures. These
measures ensure on-hook audio signals are not available for interception or exploitation. Excluding al telephone
equipment and wiring from discussion areas is the most effective, if least practical countermeasure. In all cases, limit
telephone instruments to the minimum number required.

4.1. For sensitive compartmented information facilities (SCIF), remove all extraneous telephone system wiring and
components which are not contained or protected within the PCZ. This may require the re-routing of telephone
system wiring which does not service the facility. In areas where personnel routinely discuss classified information,
add isolation or disconnect devices (as defined in attachment 1) to the telephone lines, either at the station equipment
or at the point where the lines leave the PCZ. Proper installation of isolation or disconnect devices will prevent
audio signals from being passed from the PCZ over telephone lines when the system is not in normal use, i.e., on-
hook.

4.2. Isolating station equipment from all uncontrolled telephone lines prevents an on-hook audio compromise of
classified or sensitive information. Installing isolation or disconnect devices is the first line of defense, however,
occupants must ensure the protected equipment is not later modified or technical surveillance devices subsequently
installed. Thisresponsibility falls within the purview of physical security and access control. The implementation of
TSG Standards (attachments 1-8) neither prevents the application of more stringent requirements nor satisfies the
requirements of other security programs such as EMSEC, COMSEC, or OPSEC.

5. Characterizing Telephone Systems. Telephone systems can be characterized according to their relationship to

the PCZ. The system’s relationship to the PCZ can be categorized as: Without external connection, with external
connection, and systems in areas with limited security.

5.1. Internal Telephone System Without External Connections. This is a telephone system completely contained
within a PCZ and not connected to, or served by any component extending beyond that perimeter. No components,
to include wiring, are accessible by unauthorized personnel or vulnerable to surreptitious access. It is essentially a
private telephone system and requires no special technical surveillance countermeasures or protective security
devices.

5.2. Internal Telephone System With External Connections. These systems are located within a secure
perimeter, but are connected to, or served by system components (including wiring) extending beyond the PCZ. If
personnel discuss classified information within the area, the telephone equipment must be installed according to this
manual. Routine discussion of sensitive information should be addressed on a case by case basis for each area,
considering both the criticality of the information and frequency of discussion, to determine the applicability of this
manual. For assistance, contact your servicing AFOSI detachment.

5.3. Telephone System in Area of Limited Security. These systems are located within a perimeter where only
minimal physical security is provided. The telephone equipment is connected to, or served by system components
extending beyond the perimeter and some or all of the components within the area may be accessible by
unauthorized persons. In this situation, security can best be provided by excluding all discussion of classified or
sensitive information. Where it is not possible to exclude classified discussion, the telephone system serving the area
must be installed according to this manual. Routine discussion of sensitive information should be addressed on a
case by case basis for each area; for assistance contact your servicing AFOSI detachment.

6. Types of Telephone Service. The type of service can be categorized as central office (CO) or private branch
exchange (PBX). Central office service is generally provided by a commercial, local exchange carrier who provides
the main hub for telephone communication within a geographic area. The CO serves both residential and business
telephone subscribers within the community. A PBX operates as a private telephone sub-network and may be either
manual or computerized. It ties an internal group of subscribers into an independent network and provides external
connections to the CO. A Computerized Telephone System (CTS), analogous to the brains of a modern
computerized PBX, uses stored programs to perform the necessary message switching functions. A typical CTS
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incorporates a multitude of attractive features which enhance and extend basic telephone service. In addition to
processing telephone calls, a CTS may also support data and word processing, energy consumption control, and
communications traffic analysis.

7. Special Equipment Considerations. Installing specialized telephone equipment, such as cordless telephones,
speakerphones and telephone answering devices within discussion areas can create additional security vulnerabilities.
When protecting classified information, or sensitive information under the guidance of this manual, the following
additional considerations apply:

7.1. Cordless telephones must not be installed within discussion areas.

7.2. Speakerphones in discussion areas must be installed so that al cabling, amplifiers and associated control units
are contained within the boundaries of the PCZ.

7.3. Telephone answering devices must be installed outside the PCZ and be selectively activated by means of aline
transfer or call forwarding function. The answering device and associated telephone equipment for the called
number must not activate at the same time within the PCZ.

7.4. Do not install intercommunications systems within discussion areas except when operationaly justified and the
system isinstalled in accordance with the attached guidance.

7.4.1. If adia intercommunications system capability is engineered into the administrative telephone system, no
further action isrequired if the telephone system isinstalled according to this instruction.

7.4.2. If aseparate telephone intercommunications system isinstalled, no station equipment or system wiring will be
located outside of the discussion area.

8. Applying Protective Countermeasures. Given the wide variety of security considerations impacting the
diversity of telephone systems in use throughout the USAF, the only effective approach for determining specific
requirements is risk management. Classified information must always be protected and the guidance in this manual
applies. Sensitive information must be evaluated on a case by case basis for each area, with consideration given to
the criticality of the information, inherent system vulnerahilities and the specificity of the threat. When considering
the type of telephone service, all protective countermeasures to deny on-hook audio now accepted for CO service
and manual PBX systems are equally effective for a CTS. The attachments to this instruction are nationa level
guidance published by the TSG.

8.1. Telephone systems incorporating accepted, conventional isolation/disconnect protective countermeasures to
deny on-hook audio, as identified in this manual, are not subject to further installation or operational restrictions,
unlessit is to address concerns other than on-hook audio.

8.2. Thetype of information and frequency of discussion within the area to be serviced must determine the method
of isolation. If classified information is routinely discussed, the entire area should be designated as a PCZ. The
telephone system should be located within the PCZ and installed as outlined in attachment 1. If the mgjority of
discussion involves sensitive, but unclassified information, a PCZ should be established only for those areas where
classified, or sensitive information requiring this level of protection, is routinely discussed. If the telephone system
is located in an area of limited security and information requiring protection is routinely discussed, the telephone
installation within each PCZ should include proper individual isolation.

RICHARD T. SWOPE, Lt General, USAF
The Inspector General

Attachments

1. TSG Standard 1, Introduction To Telephone Security

2. TSG Standard 2, TSG Guidelines For Computerized Telephone Systems

3. TSG Standard 3, Type-Acceptance Program For Telephones Used With The Conventional Central Office
Interface

4. TSG Standard 4, Type-Acceptance Program For Electronic Telephones Used In Computerized Tel ephone Systems
5. TSG Standard 5, On-Hook Telephone Audio Security Performance Specifications

6. TSG Standard 6, Telephone Security Group Approved Equipment

7. TSG Standard 7, TSG Guidelines For Céllular Telephones

8. TSG Standard 8, Microphonic Response Criteria For Noncommunications Devices
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INTRODUCTION TO TELEPHONE SECURITY

TSG STANDARD 1

March 1990
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PREFACE

This standard was prepared by the Telephone Security Group (TSG). The charter members of the TSG are:
Department of the Air Force, Department of the Army, Central Intelligence Agency, Defense Intelligence Agency,
Department of Energy, Federal Bureau of Investigation, Department of the Navy, Nationa Security Agency, US Secret
Service, and Department of State.

The TSG is the primary technical and policy resource in the US Intelligence Community for all aspects of the
technical surveillance countermeasures (TSCM) program involving telephone systems. The TSG standards contain
guidance for providing on-hook security to telephone systems in areas where sensitive government information is
discussed. Implementation of TSG standards neither prevents the application of more stringent requirements nor
satisfies the requirements of other security programs such as TEMPEST, COMSEC, or OPSEC.

TSG Standard 1 is an introduction to telephone security that provides general information about the TSG standards.
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INTRODUCTION TO TELEPHONE SECURITY

Al1l. Purpose. TSG Standard 1 provides background information on telephone security and explains some of the
technical principles underlying the other TSG standards. This standard provides a systematic basis for determining the
most appropriate telephone security measures to be applied. The TSG will revise the TSG standards or add additional
standards as the need arises.

A1.2. Applicability. TSG Standard 1 appliesto telephones located in government (or government contractor) sensitive
discussion areas. It is concerned with on-hook audio security and does not apply to the interception of telephone
conversations (COMSEC). This standard is only valid for telephoneslocated in physically protected spaces (PPS).

A13. Definitions. Many common telephone terms are not used consistently throughout the telephone industry. It is
important when using the TSG standards that the terms defined in the glossary are not given any more or less meaning
than specified. Definitions in other standards may be more narrowly specified than in this standard. This allows a more
limited definition to be applied in a particular standard.

Al.4. Telephone Security Program.

Al14.1 The Problem. One of the most serious technical security liabilities in the modern office environment is the
presence of telephones. Telephones are connected to uncontrolled telephone lines. When the telephone is not in use,
conversations occurring in its vicinity must not be transmitted out of the area. A serious security liability occurs when a
telephone can pick up and transmit audio when on-hook.

Al1.4.2. Telephones can be made to exhibit this behavior even if it is not inherent in their design and construction.
Telephones can be caused to pass audio by one or more of the following actions:

A1.4.2.1. The modification or reconfiguration of existing components.

Al4.2.2. Theinstallation of aclandestine technical surveillance device.

A1.4.2.3. The application of externaly generated electrical voltages or control signals onto the telephone line.

A1.4.2.4. The modification of the telephone equipment or control unit software.

NOTE: These actions are referred to as penetrations.

Al1.4.3. Some telephones present an intrinsic audio security hazard because, while on-hook, they pick up and transmit
conversations occurring in their vicinity. There have been instances in which telephones have created an audio security
hazard for reasons aside from their connection to uncontrolled telecommunications media. Some voice terminals,
including speakerphones, intercoms, and some telephones, employ electronic audio amplifiers. Audio amplifiers may
generate unintended radio frequency (RF) parasitic oscillations that are modulated by the audio signals they are
amplifying. These RF oscillations can be radiated through free space or coupled onto nearby conductors. A radio
receiver tuned to the frequency of the RF oscillation may recover the original audio just as if it were an intended radio
transmission.

Al.4.4. The unintended radio broadcast of telephone or intercom conversations is unacceptable. The relevant concernis
that an on-hook voice terminal might generate a radio broadcast of normal room conversations occurring in its vicinity.
This can occur if the voice terminal maintains active RF circuits or audio amplifiers that are connected to, or contain
microphonic components.

Al1.4.5. Measures taken to protect against these problems, either deliberate or unintentional, are known as on-hook
telephone audio security.

A15. Countermeasures,

Al15.1. The only way to ensure absolute telephone security is to exclude telephones from sensitive discussion areas.
However, in today’s communications-oriented environment, that solution is generally impractical. As a result, the TSG
has devel oped standards that provide countermeasures for the security weaknesses of telephone equipment.

Al15.2. There are two acceptable methods for attaining on-hook telephone audio security (see Telephone Security
Options diagram):

A15.2.1 Useof aTSG-approved telephone that incorporates security features.

A15.2.2. Isolation of telephones from uncontrolled lines.

A15.3. Where either TSG-approved telephones or isolation measures are possible, usage of both is not necessary.
Neither approach is regarded as being better than the other.
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TELEPHONE SECURITY OPTIONS
|

I I
TSG-APPROVED TELEPHONES*+ ISOLATION

« Conventional (TSG Standard 3) |
* Electronic (TSG Standard 4)
* Special (TSG Standard 5) | |

» Other TSG-approved CTS installed according Disconnect
device (TSG Standard 6) to TSG Standard 2 device
| | |
Telephoneinstrument is CTSispoint Disconnect
point of isolation of isolation. ispoint of
isolation

* All TSG-approved telephones
are listed in TSG Standard 6.
+ May not be cost effective for large facilities.

A1.6. TSG-Approved Teephones.

Al.6.1. TSG-approved telephones must have been evaluated by TSG and determined to meet on-hook audio security
criteria. These telephones possess security properties that are intrinsic to the telephone itself. TSG type-accepted
telephones are approved based on their compliance with design and construction criteria contained in TSG Standards 3
and 4. A telephone conforming to these standards contains specific physical disconnect and isolation measures that
ensure:

A1.6.1.1. It cannot be caused to produce on-hook audio unless modified internally.

A1.6.1.2. Its basic design does not facilitate modifications that could compromise audio security.

A1.6.1.3. It can be easily inspected both physically and electrically to verify that the security measures are intact.

Al1.6.2. Redundancy of protective features is an associated consideration for type-accepted telephones. The greater the
redundancy, the greater the assurance that security will be maintained.

A1.6.3. The specifications and procedures for obtaining type-acceptance are provided in the following TSG standards:
A1.6.3.1. Standard 3 -- Telephones compatible with conventional central office interface.

A1.6.3.2. Standard 4 -- Electronic telephones used with computerized telephone systems.

Al1.6.4. Equipment manufacturers requesting type-acceptance for their products must:

A1.6.4.1. Demonstrate their product's conformance with the appropriate standards.

A1.6.4.2. Supply technical data describing the product's desigh and supporting their technical claims.

A1.6.4.3. Provide assurances that all units of the type-accepted model will continue to be manufactured in conformance
with the design and data submitted as the basis for type-acceptance.

A1.6.5. When the TSG approves a specific telephone model under the type-acceptance program, it may be used without
additional isolation or disconnect measures.

A1.6.6. The TSG type-acceptance standards can be included directly in telephone procurement specifications.
Manufacturers who wish to supply type-accepted telephones can use the TSG standards for product evaluation and
development. In addition, TSG Standards 3 and 4 explain how to obtain type-acceptance and define how the telephone
can be subsequently altered by the manufacturer without affecting its type-accepted status.

Al1.6.7. TSG Standards 3 and 4 provide multiple categories of type-acceptance. This permits flexibility in selecting
equipment so that the particular telephone security requirements of individual facilities can be met economically.

A1.6.8. Telephones with built-in speakerphones, speakerphone auxiliary units, and most other telephone accessory units
may be type-accepted.

Al7. Isolation.

Al1.7.1. Line isolation may be achieved by the use of TSG-approved disconnect devices or a computerized telephone
system (CTS) installed in accordance with TSG Standard 2.

Al.7.2. Disconnect devices separate the telephone from the uncontrolled line when the telephone is not in use.
Telephone line isolation and disconnect devices prevent audio signals originating at the on-hook telephone from passing
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to uncontrolled telecommunications media. The line isolation or disconnects are interposed in the telephone line within
the physically protected space to diminate the hard-wire conduction path when the telephone is on-hook.

A1.7.3. For both isolators and disconnects, when the telephone is on-hook, al electrical connections to unprotected
lines are completely severed. However, when a telephone is actualy in use, signas must pass to the line for
communication to take place. During use, isolators establish a temporary communication channel between the off-hook
telephone and the unsecured line without using metallic connection, whereas disconnects provide a temporary metallic
connection.

A1.7.4. An approved isolator or disconnect device is one that has been evaluated by TSG and found to reliably prevent
the passage of on-hook audio. TSG Standard 6 provides information on approved isolators and disconnects.

A1l75. TSG Standard 2 provides installation requirements applicable to computerized telephone systems. If those
requirements are gtrictly followed, private branch exchanges (PBX) and computerized key systems can be ingtalled
without separate isolation or disconnect devices because the required isolation will be achieved in the system itself.
A17.6. Not al stuations require the same level of security. A security countermeasure that is sufficient for one
application could be inadequate for another. Generally, an appropriate level of security can be achieved with a selected
combination of several countermeasures, including ones that would be deficient if applied individually.

A1.8. Acceptable Telephone Security Configurations.

A1.8.1. Thefollowing diagrams show examples of commonly used acceptable telephone security configurations. These
are not necessarily the only acceptable telephone security configurations. If another configuration is desired, the user
should contact the cognizant security authority to determine if the desired configuration meets telephone security
standards.

A19. TSG Standards. The TSG standards describe methods for achieving on-hook audio security and assist the user
in selecting among available alternatives. A complete list of TSG standards is provided in the appendix. The TSG
standards, a part of the nationa effort to protect information, are issued by the TSG. The TSG is composed of
representatives of Federal agencies concerned with national security.

A1.10.1 Unattended Off-hook Telephone Security. When atelephoneis left unattended during the course of acal (to
retrieve afile, for example), others may not redlize that the telephone is off-hook and engage in sensitive conversation.
Positive security measures can prevent this type of compromise.

A1.10.2. Unattended off-hook security can be accomplished by one of the following:

A1.10.2.1. A hold feature that does not allow audio from the telephone to leave the PPS.

A1.10.2.1.1. A hold feature provided by a controlled CTS (TSG Standard 2).

A110.2.1.2. A hold feature interna to the telephone that prevents audio from exiting the telephone when the hold
featureis activated.

A1.10.2.1.3. A hold feature that allows the handset to be cradled when the hold feature is activated.

A1.10.2.2. A push-to-operate handset can be used if an appropriate hold feature is not available. (See TSG Standard 6.)
A1.10.3. Speskerphones are designed to pick up and transmit nearby conversations when in use; they should be
prohibited in common use office areas where sensitive conversations might be recovered.

Al11l. Summary. Telephones are one of the most significant vulnerabilities to sensitive discussion areas. Telephones
can be exploited for clandestine surveillance through inherent weaknesses (hazards) or by deliberate modification
(penetration). Rapid advances in communication technology have made the development of user friendly telephone
security solutions vital to the protection of sensitive discussion aress.
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Figure Al1.1. TSG - Approved Telephone.

Irn::-:_::- hin g TS E-AFRPFPROWED
Lines= TELEFHOMNE

PP

Notes:
No additional isolation/disconnect required
TSG Standard 6 will state whether additional ringer protection is required for each particular model of telephone.

Additional ringer protection will not be required if atype-accepted telephone is used.

Figure A1.2. Disconnect Device.

DISCORNNECT
DEVICE

[ncarming e AMY
Lines = TELEFHOME

TaG-aPFROVED
RIMNGER

PP5

Notes:

1. TSG-approved telephoneis not required.
2. TSG-approved ringer isrequired. TSG Standard 6 will state whether additional ringer protection is required for each

particular model of telephone or disconnect.
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Figure A1.3. Disconnection/Isolation Using an Automatic Disconnect Line Card in a Key Service Unit.

ESLWITH ALTOMATIC DISCOMKMECT LINE CARD
[nzerming e AMNY
Lines - TELEFHOME
RIMNG
GEM
PPs

Notes:

TSG-approved telephone not required.

All wiring between the key service unit (KSU) and the telephone must be contained within the PPS.
No additional ringer protection is required because the KSU is equipped with alocal ring generator.

Figure A1.4. Telephone Security for a KSU with Standard Line Cards Using a TSG- Approved Telephone.

|n.;c_:, Fring kS TYPE-ACCEPTED
Lines EQUIPPED TELEPHOME
WITH
STANDARD OR
LINE CARD i AN
= TELEFPHOME

DISCOMMECT DEVICE

TEGE-APPROVED RINGER

Notes:

Either TSG-approved telephone or disconnect device must be used.

TSG Standard 6 will state whether additional ringer protection is required for that particular model of telephone. Ringer
protection is not required if a type-accepted telephone is used. Installing a local ring generator (see Figure A1.3.) with
the KSU removes the need for additional ringer protection.
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Figure A15. Properly Installed Computerized Telephone System.

_ AMY TELEFHOME
In':c_:s ring CTS AUTHORIZED
Lines IMSTALLED —. LIMNDER TSG
ACCORDIMNG STAMDARD 2
TOTSGE
STAMDARD
a
PPs

Notes:
Neither TSG-approved telephone or disconnect device required if requirements of TSG Standard 2 are met. Additiona
ringer protection is not required

Figure A1.6. Computerized Telephone System Not Installed in Accordance with TSG Standard 2.

NCOMING CTS NOT TYPE-ACCERTED
LINES INSTALLED TELEPHONE
ACCORDING
TO TSG OR
STANDARD 2 - ANY
= TELEFHCME

DISCONMMECT DEVICE

PPS TaE-APFPROVED-RINGER

Notes:

Either a TSG-approved telephone or a disconnect device must be used.

TSG Standard 6 will state whether additiona ringer protection is required for a particular model of telephone. Ringer
protection is not required if atype-accepted telephone is used.
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GLOSSARY OF TERMS

PRELIMINARY NOTE. The definitionsin this glossary are for use with the TSG standards only. They are provided to
ensure a precise, unambiguous meaning for terms used to describe TSG requirements. Many of the terms used have no
related meaning in any other context. Where terms are involved that are employed by the telephone industry, the usages
given are intended to be consistent with most common industry practices. Usage, however, can vary significantly from
company to company, and this glossary is not a definitive study of all the ways in which these terms may be used. It is
important in using the TSG standards, that these terms not be given any more or any less meaning than is specified here.

ANNUNCIATOR -- A device for producing an audible signal to announce an incoming call.

AUDIBLE SIGNAL -- A sound that is specifically emitted by the telephone to be audible anywhere in its immediate
vicinity.

AUXILIARY UNIT -- A device connected to the telephone by means other than the mounting cord or the handset cord.
BUILT-IN MICROPHONE -- A microphone located in the body of the telephone rather than in the handset.

CONVENTIONAL C.O. INTERFACE -- The interconnection standard that is used by telephones (or other terminal
equipment) designed and constructed in compliance with Part 68, FCC Rules and Regulations, for connection to the
North American public switched telephone network.

CORD -- A flexible assembly of individually insulated electrical wires enclosed in a common insulating jacket and fitted
with terminating connectors used to provide the electrical connections between the two separate, distinct units or
component parts.

CRITICAL SUBASSEMBLY -- Any subassembly that is not afocal subassembly, but which contains components
essential to the operation of positive security functions.

CTS (COMPUTERIZED TELEPHONE SYSTEM) -- A generic term used to describe any telephone system that uses
centralized stored program computer technology to provide switched telephone networking festures and

services. CTSs are referred to commercially by such terms as computerized private branch exchange (CPBX), private
branch exchange (PBX), private automatic branch exchange (PABX), electronic private automatic branch exchange
(EPABX), computerized branch exchange (CBX), computerized key telephone systems (CKTS), hybrid key systems,
busi ness communications systems, and office communi cations systems.

CTS ELECTRONIC TELEPHONES -- Telephone sets expressly designed to operate with specific CTSs to obtain the
various features and services offered by those CTSs. These telephones are not compatible with normal central office
service and cannot be connected directly to standard central office lines.

DISCONNECT -- A devicethat [ 1] inserts a bresk at some point in the normal hard-wire conduction path that exists
between a telephone and its telecommunications medium, and [2] only when the telephone is in the in-use date,
establishes atemporary metallic connection across that break.

FOCAL SUBASSEMBLY -- Any subassembly that contains transducers or other potentially microphonic components.
HANDS-FREE ANSWERING -- A feature available on some tel ephones and telephone systems which, when certain
types of incoming calls occur, either automatically places the telephone in the in-use state or allows the user, without any

manual action, to initiate the in-use state by means of a voice-activated switch

HANDSET -- A combined telephone earpiece (containing a receiver element) and mouthpiece (containing a transmitter
element) mounted on a handle.
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HANDSET CORD -- A flexible assembly of individually insulated electrical wires enclosed in a common insulating
jacket and fitted with terminating connectors used to provide the electrica connections between the handset and the
main body of the telephone.

HANDSET MOUNTING -- The receptacle, bracket, cradle, or other support specifically provided on the main body of
the telephone to hold the handset when it is not in use. The HANDSET MOUNTING is fitted with a means to detect
whether or not the handset isin place in (or on) the HANDSET MOUNTING.

HAZARD (TELEPHONE SECURITY) -- A TELEPHONE SECURITY HAZARD occurs when the inherent properties
of atelephone (or any telephone equipment) installed in a sensitive discussion area, render it capable of producing idle
state microphonic signals on unprotected telecommunications media. When aHAZARD exigts, audio surveillance of the
senditive discussion area is available from the idle state telephone without any nonstandard modifications to the
telephone.

HEADSET -- A combined telephone earpiece (containing a receiver element) and mouthpiece (containing a transmitter
element) assembly to be worn on the user’s head.

HOOKSWITCH -- The device employed to determine if the handset isor isnot in place in (or on) the handset mounting
is termed the HOOK SWITCH regardiess of how it operates. In some cases the HOOKSWITCH will not involve any
sort of mechanical switch and/or break any incoming current loop.

HOUSE CABLING -- The wiring and associated frames that provide the eectrical connections between the
computer-controlled telephone system and the individua blocks or jacks for each telephone’'s mounting cord (station
mounting cord).

IDLE STATE (VOICE TERMINAL) -- A voice terminal isin the IDLE STATE whenever it is not in the in-use state
(see below).

IN-USE STATE (VOICE TERMINAL) -- A voice terminal is in the IN-USE STATE if it is communicating to its
network system when a user is either initiating or actively engaged in communications via a temporary switched
connection set up by that network system.

ISOLATOR -- A device that [1] inserts a break at some point in the normal hard-wire conduction path that exists
between atelephone and its telecommunications medium, and [2] only when the telephoneis in the in-use state, provides
atemporary communications channel across that break without establishing an end-to-end metallic connection.

KEY TELEPHONE SYSTEM -- A system of telephones and connections to the public switched telephone network
(PSTN) or to a private branch exchange (PBX) that provides the telephones with selective access to the PSTN or PBX
connections by means of pick-up keyslocated at or near the telephones.

MANUAL ACTION -- An action that requires that the user touch, move, lift, or otherwise manipulate by hand, some
control or part of the telephone. An operation that is actuated by the user's voice does not qualify as a MANUAL
ACTION.

MICROPHONE -- Any component among whose intended functions include performing as a transducer to produce an
electrical analogue output from an audio-frequency sound pressure waveform input.

MICROPHONIC -- Any component, regardless of itsintended functions, that exhibits transducer behavior to produce an
electrica anal ogue output from an audio-frequency sound pressure waveform input is termed MICROPHONIC.

NETWORK SYSTEM -- An assembly of member terminals, control facilities, and intercommunication facilities that
can establish and maintain a communications link between any two of the member terminals.

OFF-HOOK (TELEPHONE) -- A telephone in the in-use state.
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ON-HOOK AUDIO SECURITY/ON-HOOK TELEPHONE AUDIO SECURITY -- The use of positive measures to
protect on-hook telephones against passing room audio is known as ON-HOOK AUDIO SECURITY or ON-HOOK
TELEPHONE AUDIO SECURITY.

ON-HOOK (TELEPHONE) -- A telephonein theidle state.

OPERATIONALLY INACTIVE TRANSDUCER -- A telephone has many functiona states, eg., in-use, idle,
incoming ring, incoming voice announcement, off-hook, speakerphone, programming, etc. When the specific state of the
telephone does not require a particular transducer to perform any action, that transducer is referred to as an
OPERATIONALLY INACTIVE TRANSDUCER for the state in question.

PBX (PRIVATE BRANCH EXCHANGE) -- A PBX isaloca switched telephone network that is itself a member of
the PSTN, and which provides access to the PSTN for its member terminals.

PHYSICALLY PROTECTED SPACE (PPS) -- The space inside one physically protected perimeter. Separated spaces
of egual protection may be considered to be part of the same PPS if the communications links between them are
provided sufficient physical protection.

PRESSURE RESPONSE LEVEL -- The PRESSURE RESPONSE LEVEL of a microphone is the ratio of voltage
output to sound pressure level input.

PSTN (PUBLIC SWITCHED TELEPHONE NETWORK) -- The ordinary dial-up telephone system.
PUSH-TO-OPERATE HANDSET -- There are three forms of PUSH-TO-OPERATE HANDSETS.

[1] A telephone handset equipped with separate push-to-activate momentary-contact switches, one for the
transmitter element and one for the receiver element. Either switch when not activated shorts the leads to its respective
transducer and completely disconnects the transducer from the mounting cord.

[2] A telephone handset equipped with a single push-to-activate momentary-contact switch. When the switch is not
activated, the leads for both the transmitter element and the receiver element are shorted and are disconnected from the
mounting cord wires.

[3] A telephone handset equipped with both a single push-to-activate momentary- contact switch and with an
isolation amplifier that allows audio signals to travel from the mounting cord to the receiver element, but not from the
receiver element to the mounting cord. When the switch is not activated, the leads for the transmitter element are shorted
together and are disconnected from the mounting cord wires.

RECEIVER ELEMENT -- The speaker located in the handset or headset earpiece. This transducer converts
audio-frequency electrical signalsto acoustic signalsthat are audible when the earpiece is held againgt the user’s ear.

RINGER -- An annunciator that cannot be used for voice calls, announcements, or paging. A RINGER can only produce
specific audible signals.

SPEAKER -- Any component among whose intended functions include performing as a transducer to produce a sound
pressure ana ogue output from an input audio-frequency electrical waveform.

SPEAKER-MICROPHONE -- Any component whose intended functions include performing both as a microphone and
asa speaker.

SPEAKERPHONE -- A feature that permits a telephone to be used without lifting the handset. A SPEAKERPHONE
may be physically incorporated into the telephone set or it may consist of one or more auxiliary units. A usable
SPEAKERPHONE contains a microphone or, microphone-amplifier combination, which is sensitive enough to pick up
normal conversational speech levelsat a distance of several feet and a speaker, or speaker-amplifier combination, which
will transduce normal telephone signal levelsto sound pressure levels which can be heard at a distance of several feet.
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STATION MOUNTING CORD -- A flexible assembly of individually insulated electrical wires enclosed in a common
insulating jacket and fitted with terminating connectors, used to provide the electrical connections between the main
body of the telephone and the blocks or jacks that terminate the house cabling.

STATION PORT -- The dedicated circuits in a computerized telephone system (CTS) that are connected via wires in
the house cabling to specific blocks or jacks supporting individua telephone sets.

SUBSIDIARY CONDUCTOR -- Refersto focal subassemblies that have been modified to incorporate positive security
measures. A SUBSIDIARY CONDUCTOR is any metalic conductor that crosses the boundaries of the modified
subassembly specifically to support the positive security measures. The SUBSIDIARY CONDUCTOR was not present
in the original subassembly.

TELECOMMUNICATIONS MEDIUM -- A means of trangporting electrical information from one communications
terminal to another.

TELEPHONE -- A voice terminal that, regardless of whatever other functions it performs, is a member terminal of a
telephone network and accomplishes all the incoming and outgoing signaling and voice interfacing necessary for
operation in that network.

TELEPHONE NETWORK -- A network system that, regardiess of whatever other functions it performs, provides
temporary speech communications links between member voice terminals. The essential characteristics of a
TELEPHONE NETWORK are: [1] that it recognize when a member terminal isinitiating a call (goes off-hook), [2] it
identifies the terminal being called (number dialed), [3] it annunciates the incoming call (rings the called terminal), and
[4] it maintains a voice grade communications channel between the calling and called terminals only for the duration of
thecall.

TRANSDUCER -- A component of the telephone that either converts electrical signals to acoustic signals or acoustic
signalsto electrical signals, including microphones, ringers, speakers, and speaker-microphones.

TRANSMITTER ELEMENT -- The microphone located in the handset or headset mouthpiece. This transducer converts
acougtic signals spoken directly into the mouthpiece to analogue audio-frequency electrical signals for transmission to
the main body of the telephone.

TSG-APPROVED TELEPHONE -- TSG-approved status is awarded to telephones that have been technically evaluated
by the government’s Telephone Security Group and determined to meet all applicable on-hook audio security criteria. A
TSG-APPROVED TELEPHONE provides all necessary security festures asintrinsic properties of the telephone itsalf.

TYPE-ACCEPTED TELEPHONE -- A TSG-approved telephone model, evaluated by the TSG in response to a formal
application by its manufacturer, which has been approved and awarded a TSG type-acceptance number. The TSG
telephone type-acceptance program is the primary vehicle for evaluating commercia telephones for TSG approval.
TSG issued type-acceptance standards specify the on-hook security design, congtruction, and performance
characterigtics required for various genres of telephones and type-acceptance classes.

UNCONTROLLED/UNPROTECTED LINE; UNCONTROLLED/UNPROTECTED TELECOMMUNICATIONS
MEDIUM -- A telecommunications medium, such as a telephone wireline, which is not provided continuous positive,
physical protection against unauthorized, clandestine intercept of the information it is being used to convey.

VOICE TERMINAL -- A generic term used to describe any device which, regardless of whatever other functions it
performs, provides an intentional transmit and/or receive interface between a human talker/listener and an electric or
electronic communications system. All VOICE TERMINALS contain transducers, a microphone is necessary if thereis
atransmit function and a speaker if there is areceive function. Telephones, speaker-phones, and intercom sets are
common examples of VOICE TERMINALS.
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APPENDIX
LIST OF THE TSG STANDARDS
TSG standards are available to al members of the United States Intelligence Community from their respective cognizant
security authority (CSA). Individual standards may be released to nongovernment personnel who need them to

accomplish work required by the US Government. Any such release is to be accomplished by a letter identifying the
standard as an official government document, which may not be disseminated further without specific approval of the

issuing agency.
Standard 1: Introduction to Telephone Security

e Provides telephone security background and TSG-approved options for telephone installations in US
Government sensitive discussion areas.

» For all personnel concerned with telephone security.
Standard 2: TSG Guidelinesfor Computerized Telephone Systems
» Establishes requirements for planning, installing, maintaining, and managing a CTS.

» For personnel involved in writing contracts, planning, installing, maintaining, inspecting, and system
administration.

Standard 3: TSG Type-Acceptance Program for Telephones Used With the Conventional Central Office
Interface

» Identifies a program that outlines specifications for design and manufacture and procedures required for
type-acceptance.

» For personnel involved in writing contracts, manufacturing, and inspecting.

Standard 4: TSG Type-Acceptance Program for Electronic Telephones Used in Computerized Telephone
Systems

» Identifies a program that outlines specifications for design and manufacture and procedures required for
type-acceptance.

» For personnel involved in writing contracts, manufacturing, and inspecting.

Standard 5: On-Hook Teephone Audio Security Perfor mance Specifications

» Specifies the amount of audio leakage allowed in the on-hook condition of telephones without disconnects.
» For personnel involved in writing contracts, manufacturing, and inspecting telephones such as STU-llIs.
Standard 6: Telephone Security-Group Approved Equipment

» Lists TSG-approved equipment.

» For all personnel concerned with procurement and use of TSG-approved equipment.
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PREFACE

This standard was prepared by the Telephone Security Group (TSG). The charter members of the TSG are:
Department of the Air Force, Department of the Army, Central Intelligence Agency, Defense Intelligence Agency,
Department of Energy, Federal Bureau of Investigation, Department of the Navy, Nationa Security Agency, US Secret
Service, and Department of State.

The TSG is the primary technical and policy resource in the US Intelligence Community for all aspects of the
technical surveillance countermeasures (TSCM) program involving telephone systems. The TSG standards contain
guidance for providing on-hook security to telephone systems in areas where sensitive government information is
discussed. Implementation of TSG standards neither prevents the application of more stringent requirements nor
satisfies the requirements of other security programs such as TEMPEST, COMSEC, or OPSEC.
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TSG GUIDELINESFOR COMPUTERIZED TELEPHONE SYSTEM S

A21. Purpose. This standard establishes requirements for planning, installing, maintaining, and managing a
computerized telephone system (CTS). The requirements established in this standard are necessary in order to achieve
on-hook audio security for computerized telephones located in sensitive discussion areas. For a CTS conforming to this
standard, al protected on-hook telephones will be completely isolated from all transmission media and wires that are
physically unprotected. This standard requires that the isolation for most telephones be achieved in the CT S itself.

A22. Background Information. TSG Standard 1 provides background information on telephone security and
explains some of the principles underlying the requirements set in this standard.

A2.3. Applicability. This standard applies only to systems in which the CTS hardware, system wiring, and stations
requiring isolation are located within a physically protected space (PPS). Stations outside the PPS cannot be isolated
from the respective unprotected lines by the CTS. If on-hook audio security is required, telephones outside the PPS
must either be type-accepted under TSG Standard 3 or 4 or must be protected by an approved isolator or disconnect
device on conformance with TSG Standard 6.

A24. Definitions. A glossary of terms is provided for this standard. In some instances, the precise meaning of a
technical term used in this standard may be at variance with its general use in industry. In those instances, the term will
appear in the glossary with an exact definition of the intent with which it is used in this standard. It isimportant that the
technical terms included in the glossary be understood to have only the specific meanings shown for them. Some
additional terms not appearing in this glossary are defined in TSG Standard 1.

A2.5. Minimum System Requirements.

A251. Physcal Security Requirements.

A25.1.1. A PPS must be established to provide positive physical protection for the CTS and all of its parts. This
includes al stations, cables, lines, intermediate wiring frames, and distributed CTS modules necessary for the
functioning of the stations.

A2.5.1.2. Only the equipment or wiring not intended to be isolated by the CTS can be located outside the PPS.

A25.1.3. All program media such as tapes or disks must be provided postive physical protection to prevent
unauthorized alterations.

A25.1.4. An up-to-date master copy of the program must be maintained for confirmation and/or reloading of the
operating program. This master copy must be verifiable as having been protected against unauthorized alteration. It
must be kept in a physically protected storage container, separate from al other program media.

A25.2. System Configuration Requirements. The system equipment and physical layout must isolate protected
gtations from all wires and transmission medialeaving the PPS. All system wiring interconnections will be organized on
wiring frames in accordance with the following paragraphs. The wiring frames will be situated to facilitate their
electrical testing and visual inspection.

A25.2.1. A means must be provided to electrically inspect all transmission paths leaving the PPS for the presence of
audio.

A25.2.2. A set of external frames must be installed in the PPS to support CTS connections to the outside.

A25.2.2.1. The first external frame must be used to connect active trucks to the CTS. This may be in the form of a
conventional telephone connecting block that allows inspection for unauthorized or concealed cross-connects to other
frames.

A25.2.2.2. The second external frame must terminate all wiring leaving the PPS. The termination point of incoming
central office trunks, referred to as a demarcation point, normally incorporates USOCRJ21X connecting blocks. The
demarcation point must lie outside the second external frame. There can be additional frames, as necessary, between the
demarcation pint and the second external frame.

A25.2.2.3. Cabling from the CTSto stations located outside the PPS will terminate on an external service frame. This
frame will cross-connect to the second external frame for distribution outside the PPS. If non-CTS services inside the
PPS require wiring connections outside the PPS; this wiring will also terminate at the externa service frame and be
cross-connected to the second external frame.

A25.2.2.4. Cross-connects between the external frames will be by separate single pair wires. No extra cross-connects
will be permitted beyond the minimum number required to provide needed service.
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A25.2.25. Externa frameswill be physically separated by at least six inches from each other and by one foot from any
other wiring frames or objects to alow visual inspection. Cross-connects between frames should be dressed neeatly so
that individual pairs can be visually traced from frame to frame.

A25.2.3. Internal frameswill be used to terminate al connections from the CTS to PPS equipment and stations. There
must never be any cross-connects between internal and external frames (see figure on page 91).

A25.2.4. Cablefrominternal and externa frames must not be terminated in the same card rack. No two card racks may
share common cabling to the wiring frames.

A25.2.5. Subscriber gtations of the CTS and trunk lines must be wired only to CTS port circuits. The signal isolation
between noncommunicating port circuits must exceed 70 dB. Audio coupling between port circuits is permitted only
when their associated stations or trunks are off-hook. Coupling between a port circuit and a CTS distribution or
multiplex busis permitted only when the associated station or trunk is off-hook.

A25.2.6. Stationsinside the PPSwill not share CTS port circuits with stations outside the PPS.  Stations inside the PPS
will not have the same directory number as any station outside the PPS.

A2.5.2.7. When CTS programming is stored electronically inside the CTS, for CTSs in which removable programming
media are not used, the system must be capable of generating a complete memory listing for comparison with the master
program copy.

A253. CTSOperations Characteristics. Some CTSs offer operational features that are not consistent with good
audio security practice. Such features may cause the CTS to execute electronic functions that are expresdy prohibited.
In general, prohibited functions can compromise the isolation that must be provided by the CTS under this standard.
When an operationa feature of the CTS uses a prohibited function, the feature must be positively disabled in hardware.
The following paragraphs define both required and prohibited characteristics of aCTS.

A25.3.1. The off-hook condition of a subscriber station must be initiated by the user at the station. However, the CTS
can place the station on-hook.

A25.3.1.1. The CTS, by itself, can never place a station off-hook. A person operating the CTS, or with accessto CTS
software, can never initiate any action that will take a station off-hook. The CTS cannot hold a station off-hook when a
user places the station on-hook.

A25.3.1.2. The on-hook condition of a subscriber station absolutely must be under the control of the user. The ability
of auser to place a station set on-hook must never be dependent on the rest of the system or on any system response or
any other activity in the system. In addition to a station user, the CTS can place a station on-hook.

The on-hook condition of any station must not be dependent on CTS programming.

The on-hook condition cannot be canceled by the CTS, nor by anyone with access to the station
mounting cord wiring.
A25.3.1.3. Thetransition from off-hook to on-hook may be directed by the user or by the CTS. If directed by the user,
it may not be inhibited by the CTS. The transition from on-hook to off-hook can be directed only by the user, but there
is no prohibition against necessary supporting action by the CTS.
A25.3.1.4. A station may not be used if any internal microphonic element can be electrically connected to, or caused to
transmit audio to, the mounting cord when it is on-hook.
A25.3.2. Incoming calls to subscriber stations will always require manual answering. Annunciation is the only
response a station is permitted to make to an incoming call. The following features of some of subscriber equipment are
prohibited:
A25.3.2.1. Voice-activated call answering.
A25.3.2.2. Automatic call answering by any means, including telephones answering machines or ADP terminals.
A25.3.2.3. "Handsfree" answering.
A25.3.3. Any feature alowing remote or trunk line access to CTS services must be disabled. CTS services should be
accessible only from subscriber stations or equipment.
A25.3.4. Remote diagnostic, maintenance, or programming functions are prohibited except as specified in paragraph
4c.

A25.4. Management of the Computerized Telephone System. As part of the ongoing management of the CTS,
assurance is needed that the system will never be changed in a manner that could compromise its built-in security
measures. Accordingly, some administrative procedures governing the management of the CTS are suggested in the
following paragraphs. Elements of these procedures include:
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¢ Physical security.

e Personnel security.

¢ Management of system configuration, hardware, software, and layout.

* Appropriate technical security countermeasures.
A2.5.4.1. Access to station equipment, CTS components, wiring, and distribution frames within the PPS must be limited
to personnel with appropriate security clearances. Uncleared maintenance and installation personnel may be used only if
closely escorted bsteared, technically competent escorts who can ensure the system's security integrity.
A2.5.4.2. The system software should be modified only from established maintenance stations located inside the PPS.
Positive barriers must be established to prevent software modifications from originating anywhere else. Routine remote
maintenance or diagnostics may be conducted only from cleared remote diagnostic support (RDS) facilities over a
secure communication links, except as specified in paragraphs 4c and 4d.
A2.5.4.3. In an isolated instance, if a remote maintenance procedure over an unsecured communication link is
necessary, it may be provided by an uncleared RDS facility with the following restrictions:
A2.5.4.3.1. The RDS facility must not be able to access the CTS except through a port dedicated to infrequent RDS
activity.
A2.5.4.3.2. Unless in use, the RDS port must remain disconnected from all trunks and lines leaving the PPS. If
ancillary equipment such as modems or telephones are necessary for connection, they must be completely disconnected
when not in use.
A2.5.4.3.3. Connection between the RDS port and the RDS facility must be established only by a call to the RDS
facility that is initiated from a designated station inside the PPS.
A2.5.4.4. Specific personnel must be designated to ensure the security of the RDS services. They must ensure all of the
following for each RDS operation:
A2.5.4.4.1. Verify the immediate need for RDS.
A2.5.4.4.2. Telephone the RDS facility and verify that the support activity can begin and the facility is ready to
transmit.
A2.5.4.4.3. Make the necessary connections between the RDS port, ancillary equipment, and outgoing trunks or lines.
A2.5.4.4.4. Dial the RDS facility to establish the RDS port connection, and verify with the facility that the connection
was established.
A2.5.4.4.5. If the capability exists, monitor in real time (with hardcopy printout) all communications between the RDS
facility and the CTS. Terminate the session immediately if any improper activity is noted.
A2.5.4.4.6. If real-time monitoring is not available, or not in an immediately comprehensible form, the following
procedure must be accomplished as soon as RDS is terminated: reload the system from the safeguarded master program
copy. If the program medium is nonremoveable, read the complete memory listing and compare it to the safeguarded
master copy. This may cause interruption of CTS service on some systems. If the RDS service cannot be scheduled to
make such interruption operationally and administratively acceptable, the system must permit real-time monitoring.
A2.5.4.4.7. When RDS service is terminated, disconnect all connections needed for the RDS service.
A2.5.4.5. System software or hardware may be changed only by designed appropriately cleared individuals. Only these
individuals are permitted physical access to the programming stations.
A2.5.4.6. The integrity of the protective measures must be ensured by countermeasures inspections.
A2.5.4.7. The operating program must frequently be reloaded from the protected master copy to ensure that no
unauthorized changes have occurred. A log will be maintained that will indicate the person performing the action and
the date and time which the loading was accomplished.
A2.5.4.8. Complete copies of all system documentation are to be kept with the CTS in the PPS. This documentation
should include instructions, manuals, service practices, system configurations records, maintenance records, etc.
A2.5.4.9. Dial access or barrier codesreadequate for denying unauthorized access to any CTS feature or control
operation; they are unacceptable for this purpose.

A2.6. Additional Security Considerations.

A2.6.1. Security EnhancementBhe following measures will help maximize the overall security of the CTS but are not
expressly required to achiege-hook audio security.

A2.6.1.1. Positive barriers should be placed into the system to prevent access to features that would allow monitoring of
station off-hook audio from outside the PPS. Examples include line or trunk verification, executive override, etc.
A2.6.1.2. Central dictation features should be disabled.

A2.6.1.3. Central loudspeaker paging features shmtilde activated.

A2.6.1.4. All operator consoles should be located within the PPS.
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A2.6.1.5. The number of central answering positions should be minimized.

A2.6.1.6. Except for operator consoles, all stations should be single-line, 2500-type instruments.

A2.6.1.7. The cal detail recording information to support switching and auxiliary features should be maintained by the
CTSonly temporarily, unless positive barriers exist to prevent access to this information from outside the PPS.

A2.6.1.8. The CTS should not maintain speed cdling lists.

A2.6.1.9. The CTSand all critical station equipment should be powered by uninterruptable power supplies.

A2.6.1.10. The CTS should curtail service for facilities outside the PPS when required to provide priority service for
internal communications.

A2.6.1.11. All switching, maintenance, or operational conditions set up from a subscriber station should be capable of
being selectively canceled at an operator console inside the PPS.
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GLOSSARY

CALL DETAIL RECORDING (CDR) -- A record maintained by the computerized telephone system (CTS), or
auxiliary equipment, of specified types of cdls. Typicdly, a CDR system will record the CTS identity, date, time,
duration of call, called number, and trunk group type. Also called Station Message Detail Recording (SMDR).

CARD RACK -- A circuit card rack, card subrack, card cage, or shelf that is a mounting for computerized telephone
system circuit cards. The card rack has edge connectors to receive the circuit cards and is equipped with al the wiring
and hardware needed to house and interconnect the system circuit assemblies.

COMMON CONTROL CABINET -- A cabinet that contains equipment supporting more than one subnetwork of a
CTS. Seedso: Module.

CTS (COMPUTERIZED TELEPHONE SYSTEM) -- A generic term used to describe any telephone system that uses
centralized stored program computer technology to provide switched telephone networking features and services. CTSs
are referred to commercially by such terms as computerized private branch exchange (CPBX), private branch exchange
(PBX), private automatic branch exchange (PABX), electronic private automatic branch exchange (EPABX), com-
puterized branch exchange (CBX), computerized key telephone system (CKTS), hybrid key systems, business
communications systems, and office communications systems.

DISCONNECT -- A device that (1) inserts a bresk at some point in the normal hardwire conduction path that exists
between a telephone and its telecommunications medium, and (2) only when the telephone is in the in-use dtate,
establishes atemporary metallic connection across that break.

EXTERNAL FRAME -- A wiring frame used to support wiring leaving the physically protected space (PPS).

EXTERNAL SERVICE FRAME -- An intermediate frame used to terminate the computerized telephone system (CTS)
cabling for stations located outside the physically protected space (PPS) and to terminate wiring associated with non-
CTS servicesleaving the PPS.

FRAME (OR WIRING FRAME OR CROSS-CONNECT FRAME) -- A clearly defined point of interconnection
between physically separated components of the system. Wiring frames consist of an array of terminal blocks serving to
organize the system interconnections that are typically unique to an individual installation. For example, connections
between the central office trunks and the computerized telephone system (CTS) switching network, or between
telephone sets and the CTS switching network. The types of termina blocks used are usualy some variation of the
common 66-type blocks. Seedso: External Frames, Externa Service Frames, and Internal Frames.

HANDS-FREE ANSWERING -- A feature available on some telephones and tel ephone systems that, when certain types
of incoming calls occur, either automatically places the telephone in the in-use state or alows the user, without any
manual action, to initiate the in-use state by means of a voice-activated switch.

INTERNAL FRAME -- A wiring frame used to support wiring to computerized telephone system equipment and
gations inside the physicaly protected space (PPS).

ISOLATOR -- A device or assembly of devices that has been accepted by TSG as a means to isolate a computerized
telephone system or on-hook station from wires that exit the physicaly protected space (PPS). An isolator never
establishes ametallic electrical path between the protected equipment and any external wiring.

LINE -- The wires or other transmission mediathat connect the station equipment to the computerized telephone system.
The uncontrolled communication circuits of the commercia network.

MICROPHONIC -- Any component, regardless of its intended functions, that exhibits transducer behavior to produce an
electrical analogue output from an audio-frequency sound pressure waveform input is termed microphonic.
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MODULE -- The cabinet or cabinets that contain the complete switching equipment for a subnetwork of the
computerized telephone system (CTS). Some CTSs divide the internal telephone network into separate subnetworks
organized around switching node points. Calls between subnetworks are carried by intermodule links or through a
switching node hierarchy. Control of the subnetworks may be accomplished by processors resident in the modules or
from a central, common control processor. Any cabinet that contains equipment in support of more than one subnetwork
is designated a common control cabinet and not a module cabinet.

NETWORK, SUBNETWORK -- A system of individual stations arranged that any station can communicate with any
other station (subject to service congtraints imposed on it that are not inherent to the system) by means of temporary
connections at central switching nodes.

OFF-HOOK -- A dtation or trunk is off-hook when it initiates or engages in communications with the computerized
telephone system (CTS) or with another station or trunk using alink established through the CTS.

ON-HOOK -- A dtation or trunk is on-hook when it is not being actively used in communications via the computerized
telephone system(CTS).

PORT CIRCUIT -- An input/output interface circuit in the computerized telephone system (CTS) that connectsthe CTS
to the communications link or a station or trunk.

PHYSICALLY PROTECTED SPACE (PPS) -- A space inside one physically protected perimeter. Separate areas of
equal protection may be considered part of the same PPS if the communications links between them are provided
sufficient physical protection.

PSTN (PUBLIC SWITCHED TELEPHONE NETWORK) -- The ordinary dial-up telephone system.

REMOTE ACCESS TO CTS SERVICES -- A computerized telephone system (CTS) feature that allows incoming
calersto accessthe CTS asif they were calling from a CTS station.

REMOTE DIAGNOSTICS SUPPORT (RDS) -- Off-premises diagnostic, maintenance, and programming functions
performed on the computerized telephone system (CTYS) via externa network trunk connections. There is no universal
term in use throughout the telephone industry to designate this festure. Manufacturers refer to it by various descriptive
names (such as RMATS and INADS) which are unique to particular systems.

STATION MESSAGE DETAIL RECORDING (SMDR) -- Same as Call Detail Recording.

STATION MOUNTING CORD -- A flexible assembly of individually insulated electrical wires enclosed in a common
insulating jacket and fitted with terminating connectors; used to provide the electrical connections between the main
body of the telephone and the blocks or jacks that terminate the house cabling.

STATION, STATION EQUIPMENT, STATION SET, SUBSCRIBER STATION -- Any telephone, voice terminal
console, data terminal, or other component of the network that is connected to a communications port of the
computerized telephone system (CTS) and is used to communicate with another station or trunk by means of a
temporary connection switched by the CTS.

TRUNK -- Any connection from an externa network to a communications port of the computerized telephone system
(CTS) that can be accessed by station equipment via the CTS switched network. Central office access to the public
switched network, private lines, tie linesto another CTS, etc., are examples of trunks.

TYPE-ACCEPTED TELEPHONE -- Any telephone, specified by manufacturer and model number, that has been
evaluated and approved by the TSG and given a TSG type-acceptance number. Type-accepted telephones incorporate
features of design and construction that conform to the criteria stipulated in TSG Standards 3 or 4.
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UNCONTROLLED/UNPROTECTED LINE; UNCONTROLLED/UNPROTECTED TELECOMMUNICATIONS
MEDIUM -- A telecommunications medium, such as a telephone wireline, that is not provided continuous positive
protection against unauthorized, clandestine intercept of the information it is being used to convey.

VOICE TERMINAL -- A station or station set that carries voice telecommunication when in operational use.
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TYPE-ACCEPTANCE PROGRAM FOR TELEPHONESUSED WITH THE CONVENTIONAL CENTRAL
OFFICE INTERFACE

TSG STANDARD 3

March 1990
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PREFACE

This standard was prepared by the Telephone Security Group (TSG). The charter members of the TSG are:
Department of the Air Force, Department of the Army, Central Intelligence Agency, Defense Intelligence Agency,
Department of Energy, Federal Bureau of Investigation, Department of the Navy, Nationa Security Agency, US Secret
Service, and Department of State.

The TSG is the primary technical and policy resource in the US Intelligence Community for all aspects of the
technical surveillance countermeasures (TSCM) program involving telephone systems. The TSG standards contain
guidance for providing on-hook security to telephone systems in areas where sensitive government information is
discussed. Implementation of TSG standards neither prevents the application of more stringent requirements nor
satisfies the requirements of other security programs such as TEMPEST, COMSEC, or OPSEC.

TSG Standard 1 is an introduction to telephone security that provides general information about the TSG standards.
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PART I
INTRODUCTION

A3.11. Purpose. TSG Standard 3 specifies the design and construction criteria, the application procedures, the
manufacturer’s testing requirements, and the documentation necessary for TSG type-acceptance of telephones
compatible with the conventional central office interface.

A3.1.2. Application. TSG Standard 3 may be referenced or included in US Government-sponsored procurement
specifications to define TSG type-accepted telephones. This standard may be made available to telephone
manufacturers who are responding to US Government requirements for TSG type-accepted tel ephones.

A3.1.3. Definitions. Words and terms that are defined in the glossary for Standard 3 are printed in italics. The
definitions in this glossary are for use with this standard only. They are provided to ensure a precise, unambiguous
meaning for terms used to describe TSG requirements. Many of the terms used have no related meaning in any other
context. Where terms are involved that are employed by the telephone industry, the usages given are intended to be
consistent with most common industry practices. Usage, however, can vary significantly from company to company,
and this glossary is not a definitive study of al the ways in which these terms may be used. It isimportant in using TSG
Standard 3 that these terms not be given any more or any less meaning than is specified here.

A3.1.4 TSG Type-Acceptance Program.
A3.14.1. The TSG maintains a program for the specification, evauation, and type-acceptance of telephones that
incorporate the design and congtruction characteristics necessary for them to be considered free from intrinsic
vulnerabilities. The type-accepted telephone concept is a viable and important approach for verifiable telephone
security that has long been employed by the US Government. It is the intent of this program that when a telephone
model has been TSG type-accepted, every telephone marketed as this TSG type-accepted model will, by virtue of its
design and construction, incorporate al the essentia propertiesthat protect againgt its passing on-hook audio.
A3.1.4.2. This TSG standard specifies the design and construction criteria for TSG type-accepted telephones that are
compatible with the traditional nonproprietary central office interface. A fundamental requirement of the basic TSG
type-accepted telephone defined by this standard is that al external wirelines entering the telephone are disconnected
from al internal circuitry (except the annunciator) when the telephone is in the idle state. Many proprietary
computerized telephone system (CTS) electronic telephones, even when they are in the idle state, need power
continuoudly from the CTS and/or to exchange information with it on a regular basis. These telephones, therefore,
cannot support the requirement for total physical disconnect from the externa wirelines. TSG Standard 4 addresses
these tel ephones.
A3.1.4.3. In order that maximum flexibility is provided to produce the most economical, fully effective security
program for every individual application, TSG has developed a system of multiple categories of type-accepted
telephones. A set of specific type-acceptance criteriais used to determine qualification for each type-acceptance class.
The specifications provided in this standard assign the qualification criteria for each of severa security classes that are
applied to type-accepted conventional central office interface telephones. All conventional central office interface type-
acceptance classes are designated by the letter X followed by a number that indicates the specific security level; Class
X1 hasthe highest security. Increasing numerical valuesindicate decreasing security level.
A3.1.4.4. Thefollowing elements of the TSG telephone type-acceptance program are essential .
A3.14.4.1. The design and construction specifications that describe the conditions under which telephones are
considered to be:
Physically incapable (by reason of design and construction) of producing microphonic audio on any
wires leaving the instrument whileit isin the idle state.
Capable of being individually subjected to routine on-site physical and electrical inspections that will
adequately and expeditiously determineif the protective measures remain effective and if any
intrusive audio surveillance modifications have been installed.
A3.1.4.4.2. The standardized evaluation and qualification conditions that are used to determine each type-acceptance
class.
A3.1.4.4.3. The requirements for documentation and sureties to be provided to a member agency of the TSG. These
must properly demonstrate and guarantee that a particular model telephone conforms to all required criteria.  Any
telephone model, whose design and construction is shown by adequate documentation, backed by the necessary surety,
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to conform to the required criteria, will be type-accepted by the TSG and approved for installation and use without any
requirement for additiona isolation or disconnect measures.

A3.1.4.4.4. The type-acceptance application process.

A3.1.445. Limited requirements on product stability. These are applied, for the most part, only to those components
of the type-accepted telephone that are used to implement mandatory security features. The manufacturer islargely free
to change al nonrelated areas without affecting its type-acceptance status.

A3.1.4.4.6. Labeling requirements for type-accepted telephones.

A3.1.4.4.7. Guiddinesfor use by participating agencies of the United States Government to enable them to identify and
select telephones suitable for use in sensitive discussion areas.

A3.1.4.5. Itisexpected that many commercia instruments now being marketed will qualify for type-acceptance at the
minimum security level with little or no need for special modifications at additional cost. Most telephone installations
by the member agencies of TSG, however, will require more than the minimum level of security. Compliance with
specific criteria concerning security methodol ogy can produce eligibility for the higher security classifications.

A3.1.4.6. While it is not expected that many telephones now being commercialy produced will inherently meet the
criteriafor the higher classifications, the great majority of models currently on the market can probably be economically
modified (in production quantities) to do so. The production of economical type-accepted telephones in the higher
security classesis expected to result in the closing of alarge portion of the government telephone market to al products
that do not have this status. It is anticipated that a significant number of manufacturers will recognize that it is to their
commercial advantage to produce modified versions of their various telephone models that will qualify for high-
classification type-acceptance.

A3.1.4.7. The TSG type-acceptance program is mutually beneficial to the government and to the telephone industry.
The TSG design and construction criteria for type-acceptance are provided both to government agencies and to quaified
members of the industry. The identification of the type-accepted telephone models allows government agencies (who
are concerned about on-hook telephone security) to exclude from consideration for procurement al telephones not
acceptable; the TSG type-acceptance requirements may be included as part of the telephone procurement specifications.
Manufacturers who wish to compete in this market can readily determine if their products are acceptable and, if not,
what modifications are necessary to make them acceptable. Also, the type-acceptance procedure clearly defines what
portions of the telephone can be subsequently atered by the manufacturer without affecting its type-accepted status.

Changes of this sort can be made at the discretion of the manufacturer without involvement of the government.

A3.1.4.8. The numerical type-acceptance classes rate the telephones on the basis of idle-state security only. The
security of many ingtallations, however, also depends on the characteristics of the telephones when they are in the in-use
state. Manufacturers may wish to indicate specia in-use state qualities of their products to communicate special

suitability for those situations. A system of optional aphabetical suffixes may be appended to the type-acceptance class
number to indicate the following:

A3.1.4.8.1. Suffix A. The handset requires a push-to-talk operation for the transmitter element and either a push-to-
listen operation or an isolation amplifier for the receiver element. Only handset operation is available with this unit; any
other functions that employ microphonic activity (such as headset, hands-free answering units, speakerphones, or
speaker-microphones) are not possible. Except for the handset transmitter element, the telephone contains no
microphones.

A3.1.4.8.2. Suffix B. Only handset operation is available with this unit; any other functions that employ microphonic
activity (such as headset, hands-free answering units, speakerphones, or speaker-microphones) are not possible. Except
for the handset transmitter element, the telephone contains no microphones.

A3.1.4.8.3. Suffix C. Either handset or headset operation is available with this unit; any other functions that employ
microphonic activity (such as hands-free answering units, speakerphones, or speaker-microphones) are not possible.
Except for the handset or headset transmitter element, the tel ephone contains no microphones.
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PART 2
PROCEDURE FOR OBTAINING AND MAINTAINING TSG TYPE-ACCEPTANCE

A3.2.1. Type-acceptance procedures cannot be applied effectively to any telephone without the full cooperation of the
manufacturer. The type-acceptance concept involves the manufacturer on a continuing basis, to include but not be
limited to the following:

A3.2.1.1. Design of the original telephone.

A3.2.1.2. Design of modifications, if necessary, to comply with the type-acceptance requirements.

A3.2.1.3. Tedting the candidate tel ephone to establish it does perform in accordance with the type-acceptance criteria.
A3.2.1.4. Documentation of all claims relating to the type-acceptance requirements.

A3.2.1.5. Technica information to support the development of field inspection procedures.

A3.2.1.6. Continued production of the type-accepted version in support of systems purchased by the government or by a
government contractor.

A3.2.2. When a manufacturer applies for and receives type-acceptance, it is for the specific configuration described in
the application documentation. TSG assigns a type-acceptance number to this configuration. This number cannot be
used on any alternative configuration that involves a change in any portion of the telephone that has been designated a
critical subassembly for the type-acceptance class in question. The type-acceptance may be revoked at any time it
becomes apparent that the telephone is not providing adequate idle-state audio security.

A3.2.3. Initial Contact

A3.23.1. A manufacturer responding to a specific procurement requirement (whether a direct request or a public
announcement) of an agency of the US Government submits the application for type-acceptance to that agency.

A3.2.3.2. A manufacturer wishing to obtain type-acceptance to gain entry into the portion of the government market
affected by the type-acceptance program can apply to any TSG participating agency.

A3.2.4. Procedure
A3.2.4.1. Ascertain thetype-acceptance class(es) required, if appropriate.
A3.24.2. Evaluate the proposed products to determine the degree of compliance with the criteria for the class
intended.
A3.2.4.3. Develop and implement any modifications necessary to meet the requisite criteria. Documentation of the
proposed modifications may be submitted to the agency in question for preliminary evauation before actual
implementation. Preliminary approval of the approach, based on the documentation submitted, means only that no
obvious deficiencies are in evidence. Actual type-acceptance requires that the modified telephone be fully tested in
accordance with the requirements for the type-acceptance classin question. There is ho assurance that an approach that
has received preliminary approval will pass these tests.
A3.2.4.4. Perform all required tests on an actual modified telephone which is exactly like the production unit.
A3.2.4.5. Submit the following documentation to the agency performing the type-acceptance evaluation. Documents
identified as containing proprietary information will be used to evaluate and confirm the necessary conditions only. All
proprietary information will be trested with strict confidentiality. The format used here to list the required
documentation is for convenience in presentation and to facilitate application. The manufacturer is encouraged to use
existing manuals, drawings, brochures, or other publications that may be available. It is not necessary to extract and
repest specific information in order to meet the documentation requirements in each of the categories listed below. It
will be sufficient to state where the information can be found in the publications provided.
A3.2.4.5.1. Letter of application, signed by an authorized company officia, containing the following:
I dentification of product - manufacturer, product line, and modelsinvolved. Include whatever
additional descriptiveinformation is necessary to eliminate all possibility of ambiguity or confusion
with any other product.

The class humber for which application is being made.
Certification that the product meets the criteriafor that class, and that it may be opened for visua and

electrical ingpection (to verify that it conformsto all type-acceptance criteria) at any time without
invalidating the normal product warranties.
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Point of contact for inquiries - name, title, address, telephone number.

A3.2.4.5.2. Summary of product offering, including manufacturer’s sales and/or technical literature for the product.
A3.2.45.3. Summary of test results, explaining basis for asserting that the proposed tel ephone meets the appropriate
type-acceptance criteria.
A3.2.4.5.4. Functional description, containing the following:
Operation of telephone.
Appearance.
Installation requirements.
Operations manual .
Identification of all systems with which the telephoneis compatible.
Features, options, and auxiliary units available with the version being evaluated. Options available
on the standard commercial model may, at the manufacturer’s discretion, be excluded from the
version being submitted for type-acceptance.
A3.24.55. Electrical description, containing the following:
Complete theory of operation, including descriptions of the lineswitch and the interface connection.
Block diagrams, including complete descriptions of signals between functional blocks.
Schematic diagrams and circuit descriptions.
Component listing.
I nstallation/maintenance manual.

A3.2.4.5.6. Detailed security evaluation - must include all features, options, and auxiliary unitsincluded in paragraph
A3.24.5.4. All applicable criteria are applied to the basic telephone and to the composite formed when the auxiliary
units are attached and operational.

Provide component layout diagrams, including location and function of test points.

Provide circuit descriptions and diagrams of al audio circuits, focal subassemblies, and critica
subassemblies.

Identify al components (manufacturer and model number) added to implement positive security
measures.

Document all software/firmware involved in the implementation of the positive security measures.

Cite each applicabl e type-acceptance criterion by its paragraph number in part 3 of this standard (the
paragraph numbers themselvesindicate if the criterion being addressed isin the annex specific to the
classfor which application is being made). Show how the proposed telephone complies with the
criterion.

A3.24.5.7. Laboratory test report, containing the following:

Abstract.

Objectives of tests.

List of test equipment used.

Test equipment configuration used for each test.

Test dataand conclusions.
A3.2.4.5.8. Support documentation for field tests and inspections - to be distributed to field ingpection teams for use
during on-site testing. The information provided for this purpose should be nonproprietary.

Component layout diagrams, including location and function of test points.

Instructions for assembly and disassembly of the telephone.

Photographs showing the appearance of all circuit boards and assemblies.
A3.24.5.9. Supplementary information requested by the government in order to complete the evaluation of the
application.

A3.2.5. Marketing of Type-Accepted Telephones.
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A3.25.1. Telephones being marketed to agencies or departments of the US Government as TSG type-accepted
telephones must be permanently marked to show the TSG type-acceptance number and either a serial number or the
month and year of manufacture.

A3.2.5.2. Regardless of the agency to which the initial application was made, once a TSG type-acceptance number is

assigned to a telephone, it will be recognized as a type-accepted item by all the member agencies of the TSG without
need for further evaluation.
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PART 3
DESIGN AND CONSTRUCTION SPECIFICATIONS

Preliminary Note: The general approach and those requirements that are applicable to al type-acceptance classes are
presented. Specific requirements for individual type-acceptance classes are provided in separate dedicated annexes for
each class.

A3.3.1. Operational Limitations.
A3.3.1.1. The telephone must not be capable of cordless operation. Wirdline connections between the telephone and
the switched network are required for the telephone to function. All communications and information interchange
between the telephone, its component parts, and auxiliary units, and with the telephone network, must be on metallic
wirelines.
A3.3.1.2. There must not be any hands-free answering capability. A manua action on the part of the user is necessary
toinitiate, answer, join, or maintain acall. The telephone can bein the in-use state only if:
A3.3.1.2.1. The handset isphysically removed from the handset mounting, or
A3.3.1.2.2. A manua speakerphone or headset switch is activated, or
A3.3.1.2.3. Anauxiliary unit ismanually activated.
A3.3.1.3. Some telephones may require additional action by the user (such as pressing a line select key) to be in the
in-use state; thisis entirely acceptable.
A3.3.1.4. Thetdephoneisimmediately restored to and remainsin the idle state if:
A3.3.1.4.1. the hold feature has not been activated, and

al auxiliary units are manually deactivated, and

the headset and speakerphone switches are turned off, and

the handset is positioned in the handset mounting.
A3.3.1.5. When a cadl is terminated, or placed on hold, al required idle-state security measures automatically and
immediately become effective.
A3.3.1.6. Positive security measures cannot include any software-dependent or firmware-dependent functions.
A3.3.1.7. Type-accepted telephones may contain line-hold circuitry only if the activation of the line-hold feature
requires that the handset be placed in the handset mounting and that all other manual operations normally associated
with the telephone being in the idle state have been accomplished.

A3.3.2. Teephone Security and I nspections Support M easures.

A3.3.2.1. Electrical Requirements.

A3.3.2.1.1. TSG hasdetermined that in most cases the full objective of the telephone type-acceptance program can only
be achieved if metallic-contact disconnect devices are used to perform the disconnect and shorting functions that are
specified below and in the annexes.

All metallic-contact devices used for audio security must be rated for at least 10,000 operations
under the conditions that exist in the telephone.

When metallic-contact devices are required to short across sensitive elements, the opening and
closing of the contacts must occur with no voltages applied across them.

A3.3.2.1.2. Examples of waysin which metallic-contact disconnects can be implemented are;

Directly actuated - mechanically operated switches, magnetic proximity switches, position sensitive
mercury switches, etc. These could be located in the handset, or in the handset mounting, so that they
operate directly by the placement or removal of the handset.

Indirectly actuated - metallic-contact mechanical relaysthat could be controlled by whatever form
of hookswitch is used in the conventional (before modification for type-acceptance) version of the
telephone.
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A3.3.2.1.3. It is recognized that the modern telephone industry often regards these devices as obsolete technology.
Their requirement here, however, does not derive merely from their functional performance but also from physical and
electrical characteristics that make the performance readily confirmable by electrical and physical inspection. It is
emphasized, therefore, that whenever the type-acceptance criteria specifically designate metallic-contact disconnect
devices, functionally equivalent operational aternatives employing more modern technologies will not be acceptable.
A3.3.2.1.4. When positive security measures that perform disconnect and shorting operations are applied, norma
operation of the telephone necessitates that provision be made to suspend these measures when the telephone is in the
in-use state.

With the exception of the annunciator, the suspension of the positive security measures required

for the intended type-acceptance class, however, must never occur without a manua action by

the user that is unequivocally associated with placing the telephone in the in-use state (e.g., lifting

the handset or activating a speakerphone switch).

The security measures are completely controlled at the telephone. All security measures must
restore to full effect when the user performs any normal telephone operation intended to
terminate the in-use state.

Regardless of which state the telephoneisin (in-use, idle, programming, etc.), no change
(temporary or permanent) in any of the security features required for its type-acceptance class
(except those for the annunciator) can result from any acoustic or electromagnetic signals, from
action by the servicing switch, or from signals on any of the station mounting cord wires or power
supply wires. The security features are independent of the voltages (or absence thereof) on any of
these wires.

A3.3.2.1.5. No dectrica paths or circuitry used to convey in-use state control signals from the manually actuated
component (e.g., hookswitch, headset switch, speakerphone switch) to the devices that implement the positive security
measures (e.g., relays) may include or share components or devices that are used for any other purpose. Items such as
switches, transformers, relays, integrated circuits, or multicomponent packages that cannot be readily opened for
mai ntenance on the individua components must be entirely dedicated to the control of the protective device.

A3.3.21.6. Telephones are treated as being comprised of components, devices, and subassemblies that may be
categorized as being either idle-state-inactive, idle-state-active, idle-state-disconnecting, or idle-state-shorting.

| dle-state-inactive components and subassemblies are those that only need to be functionally
operational when the telephoneisin use. These components/subassemblies may be disconnected
from all externa wires when the telephoneisin the idle state without interfering with any idle-state
functions.

| dle-state-active components and subassemblies are used to perform functional operations while the
telephoneisintheidle state. They require an idle-state source of electrical power. Examples of
electric power sources commonly used by telephone manufacturers are the AC ringing signal on the
tip-ring pair, DC trickle current from the tip-ring pair, internal batteries, and external power sources
not connected to the tip-ring wires. If atelephone contains idle-state-active components/
subassemblies that are supported in the idle state by an external power source, it cannot be
completely disconnected electrically from all external wiring without causing some loss of function.
Therefore, restrictionson  idle-state power sources occur as aresult of the fundamental TSG type-
acceptance requirements. These restrictions are explained below and in the annexes.

| dle-state-disconnecting devices and subassemblies establish temporary electrical connections
between two conductors when the telephone isin use. When the telephone isin the idle state, the
connections are removed, and there is no electrical path between these conductors.

I dle-state-shorting devices and subassemblies place temporary electrical connections between two
conductors so they are shorted together when the telephoneisin theidle state. When the telephoneis
in use, the shorting connections are removed.
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A3.3.2.1.7. All devices and subassemblies that perform functions required for the TSG type-acceptance of a telephone
are designated critical subassembliesfor that telephone.

The annunciator is the only idle-state-active component/subassembly thet is permittedto  contain
transducers, or audio functions.

If the annunciator conforms to the following requirements, it may remain connected to external
wires when the telephoneisin theidle state:

It isan identifiable two-terminal device or subassembly.

There are no electrical or magnetic connectionsto any idle-state-inactive components or
subassemblies.

Across the two terminals, the open-circuit microphonic response to a2 Pa sound pressure
level (2 Paequals 100 dB above 20 mPa; 20 mV s isthe conventional value for the
threshold of hearing) must be lessthan 1 mV ¢ for the frequency range 100 Hz to 15 kHz.

If the annunciator subassembly does not comply with the above criteria, the following protective
measures must be applied to the annunciator transducer unit at al timesthat it is not actualy
producing an audible signal.

All terminals or wires for the transducer unit must be shorted by metallic contacts.

All terminals or wires for the transducer unit must be disconnected from all other
components in the telephone by metallic-contact devices.

A3.3.2.1.8. The various type-acceptance classes contain different requirements for idle-state-inactive components and
subassemblies.  Some classes specify focal subassemblies. In order for a telephone to qualify for a particular type-
acceptance class, it must short and disconnect the focal subassemblies designated for that class. The following positive
security measures must be applied at the boundary of every focal subassembly.

Signals may only couple across the boundary when the telephoneisin use.

The only coupling medium (intentional or fortuitous) that is allowed to cross the boundary of a
focal subassembly iselectrical conduction on metallic conductors.

The conductors crossing the focal subassembly boundary must be shorted by metallic-contact
idle- state-shorting devices and broken by metallic-contact idle-state-disconnect devices.

A3.3.2.1.9. Except as specified below, focal subassemblies cannot include any components other than transducers or
microphonic elements and the components used to implement the positive security measures.

Wires and printed circuit conductors may be included if they connect directly to atransducer and are
operationally necessary. Wiresin the cord connecting an external member (e.g., handset, headset,
auxiliary unit) to the main body of the telephone must meet this criterion to be included in afocal
subassembly.

Components connected directly across the terminals of the transducers may be included if the
transducersin question are located in a member external to the main body of the telephone and the
positive security measures are located within the main body itself.

Some transducers are contained in sealed packages which also contain other components. Electret
microphone-based transmitter elements are typically constructed in thisway. For purposes of
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assigning the focal subassembly, sealed packages that do not permit direct access to the actual
transducer may be treated asif the entire package were the transducer.

A3.3.2.1.10. The type-acceptance classes also differ in the limitations assigned to idle-state-active components and
subassemblies that do not contain transducers or audio functions. Whenever an idle-state-active component or
subassembly (other than the annunciator) is used, it must have been tested and shown to comply with the following
requirement: For al idle-state-active components or subassemblies the open-circuit microphonic response to a 2 Pa
(100 dB ahove 20 mPa) sound pressure level must be lessthan 1 mV s for the frequency range 100 Hz to 15 kHz.
A3.3.2.1.11. When the telephoneisin the idle state, al idle-state-inactive components/subassemblies are disconnected
from (and are incapable of receiving, processing, or in any way acting upon) al electrical power, signals, or instructions
that originate outside of the telephone-auxiliary unit composite.

All idle-gtate-inactive components/subassemblies must be isolated from all wires, coupling devices,
and transmission media that are not wholly contained within the telephone-auxiliary unit composite.
Thisisolation must be accomplished with metallic-contact idle-state disconnecting devices or
subassemblies.

Normal-open metallic-contact idle-state disconnect devices and/or subassemblies must be
incorporated such that, when the telephone isin the idle state, they completely sever all electrical
connections between every idle-state-inactive component/subassembly and:

All externa wiring.
All idle-state-active components and subassemblies.

A3.3.21.12. Idle-state-disconnect and idle-state-shorting devices and subassemblies must be tested and shown to be
non-microphonic. The open-circuit pressure response level must be measured across every pair-wise combination of
connections to the component or subassembly. Within the range 100 Hz to 15 kHz, the microphonic response must be
lessthan 1 mV s for a sound pressure level of 2 Pa (100 dB above 20 mPa).

A3.3.2.1.13. The following technica criteria apply to the sdection of idle-state-disconnect and idle-state shorting
devices and subassemblies used to meet the security requirements of these standards.

Theinitia contact breakdown voltage rating for disconnect devices must be at least 1.5kV. The
resistance across the open contacts must exceed 100 MW.

The capacitance across the open contacts of the disconnect devices must be lower than 7 pF.
The closed resistance across the closed contacts of shorting devices must be less than 150 MW,
and the contact surfaces must be either mercury, 5-percent gold aloy, or gold clad.

A3.3.2.1.14. The following requirements apply to the selection of idle-state-inactive components and subassemblies.
Only Electret type microphones may be used. Carbon microphones, dynamic microphones, and piezoelectric types are
expresdy excluded.

A3.3.2.1.15. A visud indication isto be provided whenever any of the idle-state protective measures are not in effect.
If the protective measures are disabled because the handset was removed from the handset mounting, no further visual
indication is necessary.  If there are ways by which the user can cause the telephone to be in the in-use state without
lifting the handset, such as with a speakerphone, the telephone must be fitted with a lamp indicator that will
unambiguously show when the protective measures have been disabled. This lamp must respond to all activities that
disable the protective measures while the handset is in the handset mounting. There is no need for it to respond to the
lifting of the handset, but thereis also no objection to it doing so.

A3.3.2.1.16. A type-accepted telephone may not draw more than 0.1 mA DC current from its station mounting cord
when it isintheidle state. It is anticipated that once placed into service, the telephone will be subjected to intermittent
situations in which high-level AC and/or DC voltages occur on station mounting cord wires. The telephone is required
to be able to withstand voltages as high as 1.5 kV without temporary or permanent change in its idle-state properties, or
damage to any components. When the telephone is in the idle state, the maximum DC current it may draw, in either
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polarity is0.1 ImA. Thislimit applies to any voltage source less than or equa to 1.5 kV applied to its station mounting
cord wires.

A3.3.2.1.17. Transducers that have an open-circuit microphonic pressure response level (regardless of whether they are
functionally transmit or receive elements) of more than 30 mV/Pa (60 mV s response for 100 dB above 20 mPa SPL) in
the frequency range 200 Hz to 8 kHz must be protected with disconnect and shorting devices. When the telephone isin
the idle dtate, all the electrical leads and/or terminals of any transducer that has an open-circuit microphonic pressure
response level of more than 30 mV/Pa in the frequency range 200 Hz to 8 kHz must be shorted together and
disconnected from all other conductors. Metallic contacts must be used.

A3.3.2.2. Mechanical Requirement.

A3.3.2.2.1. The construction of the telephone set must provide (at any time before, during, or after installation) a means
for the physical inspection of all security measures to ensure they are functioning properly. All security functions must
be verifiable by physical inspection and/or electrical measurement.

A3.3.2.2.2. Theteephone must be capable of repeated disassembly without physical damage or deterioration occurring.

A3.3.2.2.3. The telephone must afford the means for easy safe electrica access to perform measurements at the
following without risk of damage:

Every metallic contact used as a protective measure.

Every termina of every transducer.
Note: If the transducer is enclosed in a sealed package, the access may be to the terminals or
wires of that package.

All wires |leaving the telephone.
All places where power is available when the telephone isin theidle state.

A3.3.2.2.4. If atype-acceptance class requires test points (e.g., to permit the electrical verification of security protective
conditions), these test points must be placed so they can be safely accessed while the telephone is operational. The
location of the test points must be such that they can be accessed without danger of touching any other component or
wiring. Under no circumstances shall the security-related test points be accessible without the telephone case being
opened.

A3.3.2.25. All transducers not specificaly allowed must be physicaly removed from the telephone set, not merely
disconnected. Depending on clasy suffix, this may include, but is not limited to, speakers for voice announcements,
speakerphones, and built-in microphones.

A3.3.2.2.6. The congtruction of the telephone must preclude any possibility that internal components or wiring can
obstruct the operation of any switch or device used to provide or control the physical protective measures.

A3.3.2.2.7. Any use of multiple hookswitch plungers will be fully redundant. Depressing any one aone will fully
operate al the idle-state protective measures.

A3.3.3. Manufacturing Restrictions. Once atelephone is type-accepted, design or construction changes are permitted
unless they affect some aspect of the criteria required for its type-acceptance class. Any design or congtruction change
in the designated focal subassemblies or critical subassemblies automatically cancels the type-acceptance status.

A3.3.4. Electrical Test Requirements.

A3.3.4.1. Sound Pressure Response Tests. The pressure response level measurements are to determine if there are
any microphonicaly produced signals that are in excess of permitted levels. Acoustic energy is projected at the
telephone at a specified sound pressure level; ground-referenced and differential voltage measurements are performed
on every conductor that leaves the tel ephone.

A3.3.4.1.1. Test Conditions.

The sound pressure level for these testsis 2 Pa (100 dB above 20 mPa).
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If the telephone uses local power, it must be tested both with the power applied and with the
power disconnected.

Onlinetests are performed in theidle state. The telephoneis provided an electrically quiet
connection connection to a simulated 50-volt central office. Both polarities aretested. All
connections are accomplished in the manner normal for the tel ephone being tested.

Offline tests are performed with the tel ephone completely disconnected from dl real or simulated
central offices. In both online and offline tests, all contacts used for positive security measures are in
their normal condition (normal-open are open, normal-closed are closed).

Incremental voltage tests are performed with the telephone connected to the online test configuration,
but with the applied voltage varied smoothly between -50 and 50 volts taking five +two seconds to
complete the trangition.

A3.3.4.1.2. Acoudtic Signals. A frequency range is specified for each required test. The tests are performed with
single-frequency tones and may be conducted continuously over the test frequency range or at intervals not to exceed
one-haf octave below 400 Hz and one-third octave above 400 Hz. The test signal sound pressure levels at the telephone
are not lower than 2 Pafor all tests. Thetest frequencies may be modulated to facilitate recognition during recovery, but
the rms value must not be lower than 2 Pafor at least 50 percent of the measurement period.

A3.3.4.1.3. Signal Recovery. A set of conductors to be evaluated is designated for each category of pressure response
level test; ground is always included in this set. Voltage measurements are performed for al the pair-wise combinations
of these conductors. For each such conductor pair (e.g., wire-to-ground or wire-to-wire), measure the differential
voltage produced as the result of microphonic response to the test signal. The measurements may use either matching
impedances or any impedance not lower than 100 kW. The choiceis at the option of the tester.

For offline voltage measurements on a conductor pair, the test equipment may be matched to the
internal terminating impedance that is presented by the idle-gtate telephone across that pair.

The voltages measured on the tip-ring, tip-ground, and ring-ground pairs during the online tests
will be loaded by the smulated central office. The impedance of this loading must be stated
withthe test data.

For online voltage measurements on atip-ring, tip-ground, or ring-ground pair, the test equipment
impedance may be matched to either:

Theinternal terminating impedance that is presented by the idle-state telephone across that
pair, or

Theinternal terminating impedance that is presented by the smulated central office across
thet pair.

A3.3.4.1.4. Acceptance Criteria. Voltage measurements are only valid if they are performed on wires or wire pairs for
which the aggregate loading of all external connections, including the test instrumentation and any other article external
to the telephone, produces a net impedance not less than the allowed amount. The test instrumentation must be capable
of detecting and accurately measuring voltages one-tenth the specified maximum value. A maximum alowed
microphonic response voltage is specified for each of the required tests.

A3.3.4.1.6. Functional Microphonic Sound Pressure Response Limit.
Online, offline, and incremental voltage tests are required. The pressure response level tests are

conducted for the tel ephone equipped and configured exactly as described in the type-acceptance
application. All measurements are performed with the telephonein theidle state.
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The telephoneis examined for microphonics asif it were an actual elemental microphone, only the
overall behavior of the entire telephone-auxiliary unit composite is considered for these tests.

Microphonic response voltage measurements are performed for all the conductors (wires) that leave
the telephone-auxiliary unit composite. The handset, headset, or auxiliary unit cords are not
considered to be "conductors that leave the tel ephone-auxiliary unit composite” and therefore need
not be tested.

The maximum allowed microphonic response voltage applies over the frequency range 100 Hz to 15
kHz.

Acceptance Criterion. No microphonic voltages are permitted that exceed 1 mV ., When measured
across an impedance that is not less than the lower value of:

The proper matching impedance, or

100 kW.

A3.3.4.1.7. Fortuitous Microphonic Sound Pressure Response Limit.

A3.34.18.
Leve Limit.

Online, offling, and incremental voltage tests are required. These pressure response level
measurements are to determineif there are any incidental microphonic componentsin the telephone
that are capable of causing microphonically produced signals to be present on the external wires.
Microphonic response voltage measurements are performed for all the conductors (wires) that leave
the telephone-auxiliary unit composite. The handset, headset, or auxiliary unit cords are not
considered to be "conductors that |eave the tel ephone-auxiliary unit composite”" and therefore need
not be tested.

The pressure response level tests are conducted for the tel ephone equipped and configured as
follows:

All components whose proper functions require that they be acoustic transducers are removed
from inside the telephone.

The handset cord is disconnected.
Thetelephoneisintheidle state.

Acceptance Criterion. No microphonic voltages are permitted that exceed 1 mV s when
measured across an impedance that is no less than the lower value of:

The proper matching impedance, or

100 kW.

I dle-State-Disconnect/Shorting Devices or Subassemblies: Microphonic Sound Pressure Response

The sound pressure response level tests are conducted on the idle-state-disconnect and idle-state-
shorting devices/subassemblies with these units not installed in the telephone.

Microphonic response voltage measurements are performed for all the terminals of the device being
evaluated and for all the conductors (wires) that are used to connect it to other components.
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The maximum allowed microphonic response voltage applies over the frequency range 100 Hz to 15
kHz.

Acceptance Criterion. No microphonic voltages are permitted that exceed 1 mV s when
measured across an impedance that is no less than the lower value of:

The proper matching impedance, or
100 km. *
A3.3.4.1.9. Transducers: Microphonic Sound Pressure Response Level Limit.

The pressure response level tests are conducted on dl transducers, (speakers and receiver elements as
well as microphones), and on &l other componentsin the telephone identified as being microphonic.

The transducers are tested not installed in the telephone.

Microphonic response voltage measurements are performed for all the terminal s of the device being
evaluated and for all the conductors (wires) that are used to connect it to other components.

The maximum allowed microphonic response voltage applies over the frequency range 200 Hz to 8
kHz.

Acceptance Criterion. The transducer must be disconnected and shorted if voltages are produced
that exceed 60 mV,.,s Wwhen measured across an impedance that is not less than the lower value of:

The proper matching impedance, or 100 kW.
A3.3.4.2. Contact Capacitance Test.
A3.3.4.2.1. This test need not be performed if the manufacturer of the component in question has specified for it a
minimum performance that meets or exceeds the acceptance criterion.
A3.3.4.2.2. All norma-open metallic-contact pairs used for positive security measures must be measured (installed or
not installed, at the manufacturer’s option) to confirm compliance with the criterion for maximum capacitance. The test
instrumentation must be capable of detecting and accurately measuring capacitances one-tenth the specified maximum
vaue.

A3.3.4.2.3. Acceptance Criterion. The capacitance across the normal-open contacts must be lower than 7 pF.

A3.3.4.3. Contact Resistance Tests.

A3.3.4.3.1. These tests need not be performed if the manufacturer of the component in question has specified for it a
minimum performance that meets or exceeds the acceptance criteria.

A3.3.4.3.2. All normal-closed metallic-contact pairs used for positive security measures must be measured (installed or
not installed, at the manufacturer’s option) to confirm compliance with the criteria for maximum closed resistance. The
test instrumentation must be capable of detecting and accurately measuring resistances one-tenth the specified maximum
vaue.

A3.3.4.3.3. All normal-open metallic-contact pairs used for positive security measures must be measured (instdled in
the telephone) to confirm compliance with the criteria for minimum open resistance. The test instrumentation must be
capable of detecting and accurately measuring resistances 10 times the specified minimum value.

A3.3.4.34. Acceptance Criteria.
The closed resistance of normal-closed contacts must be lower than 150 mwW.
The open resistance across normal -open contacts must exceed 100 mW.

A3.3.4.4. Voltage Breakdown Tests.
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A3.3.4.4.1. These tests need not be performed if the manufacturer of the component in question has specified for it a
minimum performance that meets or exceeds the acceptance criterion.

A3.3.4.4.2. All normal-open metallic-contact pairs used for positive security measures must be measured (installed or

not installed in the telephone at the manufacturer’s option) to confirm that their resistance remains in excess of 100 MW

when 1.5 kV is placed across them. The test instrumentation must be capable of detecting and accurately measuring
resistances 10 times the specified minimum vaue.

A3.3.4.4.3. All components at risk from voltages applied at the station mounting cord wires must be measured (installed

or not installed at the manufacturer’s option) to confirm that they do not draw more than 0.1 mA when 1.5 kV is placed
across them. The test instrumentation must be capable of measuring currents one-tenth the specified level.

A3.3.4.4.4. Acceptance Criterion. The initial breakdown point for normal-open contact devices and for components
that are subject to station mounting cord voltages must not be lower than 1.5 kV.
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PART 3 (ANNEX 1)
SUPPLEMENTARY DESIGN AND CONSTRUCTION SPECIFICATIONS TYPE-ACCEPTANCE CLASS X1

Preiminary Note: This Annex to Part 3 of TSG Standard 3 describes the specific supplementary requirements for
TSG type-acceptance Class X1. The generd type-acceptance approach and those requirements that are applicable to al
the type-acceptance classes were presented in Part 3 itself.

A3.3.5. No external connections are permitted except to the station mounting cord.

A3.3.6. The number of contacts permitted in the station mounting cord jack is restricted and depends on the type of
service for which the telephone is intended.

A3.3.6.1. Two-wire Service Without Provison for System Control. Two contacts are permitted. These are
dedicated to the central office tip-ring pair.

A3.3.6.2. Two-wire Service With Provision for System Control. Four contacts are permitted. One contact pair is
dedicated to the central officetip-ring pair. The other contact pair is the system control pair and may only be connected
across normal-open hookswitch contacts, which are completely isolated from all other components in the telephone.
When the telephone is in the in-use state, the hookswitch will provide a closure between the wire pair used for system
control. When the telephoneisin theidle state, the hookswitch maintains an open across that wire pair.

A3.3.6.3. Four-wire Service Without Provision for System Control. Four contacts are permitted. One contact pair
is dedicated to the central office transmit tip-ring pair and the other to the central office receive tip-ring pair.

A3.3.6.4. Four-wire Service With Provison for System Control. Six contacts are permitted. One contact pair is
dedicated to the central office transmit tip-ring pair and one to the central office receive tip-ring pair. The other contact
pair is the system control pair and may only be connected across normal-open hookswitch contacts, which are
completely isolated from al other components in the telephone. When the telephone is in the in-use dtate, the
hookswitch provides a closure between the wire pair used for system control. When the telephone isin the idle state, the
hookswitch maintains an open across that wire pair.

A3.3.7. If the telephone provides neither four-wire service nor an isolated set of hookswitch contacts to terminate a
second station mounting cord wire pair, only one pair of wires, the tip-ring pair, is permitted to connect to the telephone.
A3.3.8. Last number redial (LNR) memory is permitted if it does not require external electric power when the telephone
isintheidle state.

A3.3.9. LNR memory is permitted if it is supported by a capacitor that charges only when the telephoneisin useand is
provided with a positive means of discharge when it isidle so that it is completely discharged in less than 20 minutes.
A3.3.10. Except as specificdly alowed, idle-state electrica power, including interna batteries, is not permitted.
A3.3.11. Theonly idle-state-active components or subassemblies permitted are the annunciator and the LNR. The LNR
may only remain active for 20 minutes after the idle state is established.

A3.3.12. A line-hold circuit is permitted if it is connected on the line side of the normal-open metallic contacts that
terminate the tip-ring pair and, if its operation requires, that the handset be placed in the handset mounting. The line-
hold circuit must be completely isolated from al other idle-state-inactive components and subassemblies when the
handset isin the handset mounting.

A3.3.13. Local auxiliary power may be used to support idle-state-inactive subassemblies if idle-state-shorting and idle-
state-disconnect operations (using metallic-contact devices) are performed on the power leads at their point of entry into
the telephone.

A3.3.14. Thefoca subassemblies designated for type-acceptance are:

A3.3.14.1. Thetransmitter element.

A3.3.14.2. Thereceiver element.

A3.3.14.3. All transducers and microphonic components.

A3.3.15. The critica subassemblies designated for type-acceptance Class X1 are:

A3.3.15.1. Thefocal subassemblies.

A3.3.15.2. Theidle-state-active components and subassemblies.

A3.3.15.3. Theidle-state-disconnect devices and subassemblies.

A3.3.15.4. Theidle-state-shorting devices and subassemblies.

A3.3.15.5. The station mounting cord jack.
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A3.3.15.6. The transducers and microphonic components.

A3.3.15.7. Theauxiliary power connections.

A3.3.15.8. Theline-hold circuit (if included).

A3.3.16. Test points that permit the electrical verification of all security protective conditions are included. At a
minimum, these test points must provide el ectrical access to the following:

A3.3.16.1. Every metallic contact used as a protective measure.

A3.3.16.2. All terminals on the annunciator transducer or ringer package.

A3.3.16.3. All wiresleaving the telephone.
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PART 3 (ANNEX 2)

SUPPLEMENTARY DESIGN AND CONSTRUCTION SPECIFICATIONSTYPE-ACCEPTANCE
CLASS X2

Preliminary Note: Thisannex to Part 3 of TSG Standard 3 describes the specific supplementary requirements for TSG
type-acceptance Class X2. The general type-acceptance approach and those requirements that are applicable to all the
type-acceptance classes were presented in Part 3 itsalf.

A3.3.17. No externa connections are permitted except to the station mounting cord or to local auxiliary power sources
as specified below.

A3.3.18. The number of contacts permitted in the station mounting cord jack is restricted and depends on the type of
service for which the telephone is intended.

A3.3.18.1. Two-wire Service Without Provison for System Control. Two contacts are permitted. These are
dedicated to the central officetip-ring pair.

A3.3.18.2. Two-wire Service With Provision for System Control. Four contacts are permitted. One contact pair is
dedicated to the central office tip-ring pair. The other contact pair is the system control pair and may only be connected
across normal-open hookswitch contacts, which are completely isolated from al other components in the telephone.
When the telephone is in the in-use state, the hookswitch will provide a closure between the wire pair used for system
control. When the telephoneisin the idle state, the hookswitch maintains an open across that wire pair.

A3.3.18.3. Four-wire Service Without Provision for System Control. Four contacts are permitted. One contact pair
is dedicated to the central office transmit tip-ring pair and the other to the central office receive tip-ring pair.

A3.3.184. Four-wire Service With Provision for System Control. Six contacts are permitted. One contact pair is
dedicated to the centra office transmit tip-ring pair and one to the central office receive tip-ring pair. The other contact
pair is the system control pair and may only be connected across normal-open hookswitch contacts, which are
completely isolated from al other components in the telephone. When the telephone is in the in-use dtate, the
hookswitch provides a closure between the wire pair used for system control. When the telephone isin the idle state, the
hookswitch maintains an open across that wire pair.

A3.3.19. If the telephone provides neither four-wire service nor an isolated set of hookswitch contacts to terminate a
second station mounting cord wire pair, only one pair of wires, the tip-ring pair, is permitted to connect to the telephone.
A3.3.20. Last number redid (LNR) memory is permitted if it does not require external eectric power when the
telephoneisintheidle state.

A3.3.21. LNR memory is permitted if it is supported by a capacitor that charges only when the telephoneisin use and is
provided with a positive means of discharge when it isidle so that it is completely discharged in less than 20 minutes.
A3.3.22. LNR and repertory did are permitted if powered by a replaceable internal battery instead of a capacitor. The
battery must be the minimum physical size necessary to provide 12-month service. The battery leads must feed directly
to acurrent-limiting resistor that prevents current in excess of 0.1 mA from being drawn from the battery.

A3.3.23. Except as specificaly alowed, idle-state electrical power, including interna batteries, is not permitted.
A3.3.24. The only idle-state-active components or subassemblies permitted are the annunciator, the LNR, and the
repertory dialer.

A3.3.25. A line-hold circuit is permitted if it is connected on the line side of the normal-open metallic contacts that
terminate the tip-ring pair and, if its operation requires, that the handset be placed in the handset mounting. The line-
hold circuit must be completely isolated from al other idle-state-inactive components and subassemblies when the
handset is in the handset mounting.

A3.3.26. Locd auxiliary power may be used to support idle state-inactive subassemblies if idle-state-shorting and
disconnect operations, using metallic-contact devices, are performed on the power leads at their point of entry into the
telephone.

A3.3.27. There are no special focal subassemblies in this type-acceptance class that require individual shorting and
disconnect operations in addition to those already specified in the main portion of Part 3 to this standard.

A3.3.28. The receiver element must be shorted by an acceptable idle-state-shorting device or subassembly when the
telephoneisnot in use.

A3.3.29. The critical subassemblies designated for type acceptance Class X2 are:
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A3.3.29.1. Theidle-state-active components and subassemblies.
A3.3.29.2. Theidle-state-disconnect devices and subassemblies.
A3.3.29.3. Theidle-state-shorting devices and subassemblies.

A3.3.29.4. The station mounting cord jack.

A3.3.29.5. The transducers and microphonic components.

A3.3.29.6. Theinternal battery connections.

A3.3.29.7. Theauxiliary power connections.

A3.3.29.8. Theline-hold circuit (if included).

A3.3.30. Test points that permit the electrical verification of all security protective conditions must be included. At a
minimum, these test points must provide el ectrical access to the following:
A3.3.30.1. Every metallic contact used as a protective measure.
A3.3.30.2. All terminals on the annunciator transducer or ringer package.
A3.3.30.3. All wiresleaving the telephone.



46 AFMAN 33-274 Attachment3 1 July 1997

PART 3 (ANNEX 3)
SUPPLEMENTARY DESIGN AND CONSTRUCTION SPECIFICATIONS TYPE-ACCEPTANCE CLASS X3

Preiminary Note: Thisannex to Part 3 of TSG Standard 3 describes the specific supplementary requirements for TSG
type-acceptance Class X3. The general type-acceptance approach and those requirements that are applicable to all the
type-acceptance classes were presented in Part 3 itself.

A3.3.31. No externa connections are permitted except to the station mounting cord or to local auxiliary power sources
as specified below.

A3.3.32. The number of contacts permitted in the station mounting cord jack is restricted and depends on the type of
service for which the telephone is intended.

A3.3.32.1. Two-wire Service Without Provision for System Control. Two contacts are permitted. These are
dedicated to the central office tip-ring pair.

A3.3.32.2. Two-wire Service With Provision for System Control. Four contacts are permitted. One contact pair is
dedicated to the central officetip-ring pair. The other contact pair is the system control pair and may only be connected
across hormal-open hookswitch contacts, which are completely isolated from all other components in the telephone.
When the telephone is in the in-use state, the hookswitch will provide a closure between the wire pair used for system
control. When the telephoneisin theidle state, the hookswitch maintains an open across that wire pair.

A3.3.32.3. Four-wire Service Without Provision for System Control. Four contacts are permitted. One contact pair
is dedicated to the central office transmit tip-ring pair and the other to the central office receive tip-ring pair.

A3.3.32.4. Four-wire Service With Provision for System Control. Six contacts are permitted. One contact pair is
dedicated to the central office transmit tip-ring pair and one to the central office receive tip-ring pair. The other contact
pair is the system control pair and may only be connected across normal-open hookswitch contacts, which are
completely isolated from al other components in the telephone. When the telephone is in the in-use dtate, the
hookswitch provides a closure between the wire pair used for system control. When the telephone isin the idle state, the
hookswitch maintains an open across that wire pair.

A3.3.33. If the telephone provides neither four-wire service nor an isolated set of hookswitch contacts to terminate a
second station mounting cord wire pair, only one pair of wires, the tip-ring pair, is permitted to connect to the telephone.
A3.3.34. Last number redia (LNR), repertory dia, and other idle-state-active components and subassemblies are
permitted if they do not contain transducers or audio circuits.

A3.3.35. Power for idle-state-active components and subassemblies may be provided from a capacitor that charges only
when the telephone is in use and is provided with a positive means of discharge when it isidle so that it is completely
discharged in less than 20 minutes.

A3.3.36. Power for idle-state-active components and subassemblies may be provided from a replaceable internal battery
instead of a capacitor. The battery must be the minimum physical size necessary to provide 12-month service. The
battery leads must feed directly to a current-limiting resistor that prevents current in excess of 1 mA from being drawn
from the battery.

A3.3.37. Local auxiliary power may be used to support idle-state-inactive subassemblies if idle-state-shorting and -
disconnect operations (using metallic-contact devices) are performed on the power leads at their point of entry into the
telephone.

A3.3.38. Power for idle-state-active and idle-state-inactive components and subassemblies may be provided from an
external auxiliary DC source (AC power must be converted to DC externaly to the telephone). The DC source must be
externally current-limited to 1 mA or less when the telephone isin the idle state. The telephone must filter the power at
the point of entry to attenuate by not less than 60 dB all frequencies above 100 Hz. The point of entry for this DC power
must be separated from the point of entry for the station mounting cord.

A3.3.39. A line-hold circuit is permitted if it is connected on the line side of the norma-open metallic contacts that
terminate the tip-ring pair and, if its operation requires, that the handset be placed in the handset mounting. The line-
hold circuit must be completely isolated from al other idle-state-inactive components and subassemblies when the
handset is in the handset mounting.
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A3.3.40. There are no special focal subassemblies in this type-acceptance class that require individual shorting and
disconnect operations in addition to those already specified in the main portion of Part 3 to this standard.

A3.3.41. The receiver element must be shorted by an acceptable idle-state-shorting device or subassembly when the
telephoneisnot in use.

A3.3.42. The critica subassemblies designated for type-acceptance Class X3 are:

A3.3.42.1. Theidle-state-active components and subassemblies.

A3.3.42.2. Theidle-state-disconnect devices and subassemblies.

A3.3.42.3. Theidle-gtate-shorting devices and subassemblies.

A3.3.42.4. The dtation mounting cord jack.

A3.3.42.5. The transducers and microphonic components.

A3.3.42.6. Theinternal battery connections.

A3.3.42.7. Theauxiliary power connections.

A3.3.42.8. Theline-hold circuit (if included).
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GLOSSARY

Preliminary Note: The definitionsin this glossary are for use with the TSG standards only. They are provided to ensure
a precise, unambiguous meaning for terms used to describe TSG requirements. Many of the terms used have no related
meaning in any other context. Where terms are involved that are employed by the telephone industry, the usages given
are intended to be consistent with most common industry practices. Usage, however, can vary significantly from
company to company, and this glossary is not a definitive study of al the ways in which these terms may be used. Itis
important in using the TSG standards, that these terms not be given any more or any less meaning than is specified here.

ANNUNCIATOR -- A device for producing an audible signal to announce an incoming call.

AUDIBLE SIGNAL -- A sound that is specifically emitted by the telephone to be audible anywhere in its immediate
vicinity.

AUXILIARY UNIT -- A device connected to the telephone by means other than the station mounting cord or the
handset cord.

BUILT-IN MICROPHONE -- A microphone located in the body of the telephone rather than in the handset.

CONVENTIONAL CENTRAL OFFICE INTERFACE -- The interconnection standard that is used by telephones (or
other terminal equipment) designed and constructed in compliance with Part 68, FCC Rules and Regulations, for
connection to the North American public switched telephone network.

CORD -- A flexible assembly of individualy insulated electrical wires enclosed in acommon insulating jacket and fitted
with terminating connectors, used to provide the dectricad connections between two separate, distinct units or
component parts.

CRITICAL SUBASSEMBLY -- Any subassembly that is not a focal subassembly, but which contains components
essential to the operation of positive security functions.

CTS (COMPUTERIZED TELEPHONE SYSTEM) -- A generic term used to describe any telephone system that uses
centralized stored program computer technology to provide switched telephone networking features and services. CTSs
are referred to commercially by such terms as computerized private branch exchange (CPBX), private branch exchange
(PBX), private automatic branch exchange (PABX), eectronic private automatic branch exchange (EPABX),
computerized branch exchange (CBX), computerized key telephone systems (CKTS), hybrid key systems, business
communications systems, and office communications systems.

DISCONNECT -- A device that (1) inserts a bresk at some point in the normal hardwire conduction path that exists
between a telephone and its telecommunications medium, and (2)only when the telephone is in the in-use state,
establishes atemporary metallic connection across that break.

FOCAL SUBASSEMBLY -- Any subassembly that contains transducers or other potentially microphonic components.

HANDS-FREE ANSWERING -- A feature available on some tel ephones and tel ephone systems that, when certain types
of incoming calls occur, either automatically places the telephone in the in-use state or alows the user, without any
manual action, to initiate the in-use state by means of a voice-activated switch.

HANDSET -- A combined telephone earpiece (containing a receiver element) and mouthpiece (containing a transmitter
element) mounted on a handle.

HANDSET CORD -- A flexible assembly of individualy insulated electrical wires enclosed in a common insulating
jacket and fitted with terminating connectors; used to provide the electrica connections between the handset and the
main body of the telephone.
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HANDSET MOUNTING -- The receptacle, bracket, cradle, or other support specifically provided on the main body of
the telephone to hold the handset when it is not in use; the handset mounting is fitted with a means to detect whether or
not the handset isin placein (or on) the handset mounting.

HEADSET -- A combined telephone earpiece (containing a receiver element) and mouthpiece (containing a transmitter
element) assembly to be worn on the user’s head.

HOOKSWITCH -- The device employed to determine if the handset is or is not in place in (or on) the handset mounting
is termed the hookswitch regardless of how it operates. In some cases the hookswitch will not involve any sort of
mechanical switch and/or break any incoming current loop.

HOUSE CABLING -- The wiring and associated frames that provide the electrical connections between the computer-
controlled telephone system and the individua blocks or jacks for each telephone’s station mounting cord.

IDLE STATE (VOICE TERMINAL) -- A voice termind is in the idle state whenever it is not in the in-use state (see
below).

IN-USE STATE (VOICE TERMINAL) -- A voice terminal is in the in-use state if it is communicating to its network
system that a user is either initiating or actively engaged in communications via a temporary switched connection set up
by that network system.

ISOLATOR (ISOLATION) -- A device that (1) inserts a break at some point in the norma hardwire conduction path
that exists between a telephone and its telecommunications medium, and (2) only when the telephone is in the in-use
state, provides a temporary communications channel across that break without establishing an end-to-end metallic
connection.

KEY TELEPHONE SYSTEM -- A system of telephones and connections to the public switched telephone network
(PSTN) or to a private branch exchange (PBX) that provides the telephones with selective access to the PSTN or PBX
connections by means of pick-up keyslocated at or near the telephones.

MANUAL ACTION -- An action that requires that the user touch, move, lift, or otherwise manipulate by hand, some
control or part of the telephone. An operation that is actuated by the user’s voice does not quaify as amanual action.

MICROPHONE -- Any component among whose intended functions include performing as a transducer to produce an
electrical analogue output from an audio-frequency sound pressure waveform input.

MICROPHONIC -- Any component, regardless of itsintended functions, that exhibits transducer behavior to produce an
electrical analogue output from an audio-frequency sound pressure waveform input is termed microphonic.

NETWORK SYSTEM -- An assembly of member terminals, control facilities, and intercommunication facilities that
can establish and maintain a communications link between any two of the member terminals.

OFF-HOOK (TELEPHONE) -- A telephone in the in-use state.
ON-HOOK (TELEPHONE) -- A telephone in the idle state.

ON-HOOK TELEPHONE AUDIO SECURITY -- The use of positive measures to protect on-hook telephones against
passing room audio is known as on-hook telephone audio security.

PRESSURE RESPONSE LEVEL -- The pressure response level of a microphoneis the ratio of voltage output to sound
pressure level input.

PUSH-TO-OPERATE HANDSET -- There are three forms of push-to-operate handsets.

(1) A telephone handset equipped with separate push-to-activate momentary-contact switches, one for the
transmitter element and one for the receiver element. Either switch, when not activated, shorts the leads to its respective
transducer and completely disconnects the transducer from the station mounting cord wires.
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(2) A telephone handset equipped with a single push-to-activate momentary-contact switch. When the switch is
not activated, the leads for both the transmitter element and the receiver element are shorted and are disconnected from
the station mounting cord wires.

(3) A telephone handset equipped with both a single push-to-activate momentary-contact switch and with an
isolation amplifier that allows audio signalsto travel from the station mounting cord to the receiver element but not from
the receiver element to the station mounting cord. When the switch is not activated, the leads for the transmitter element
are shorted together and are disconnected from the station mounting cord wires.

RECEIVER ELEMENT -- The spesker located in the handset or headset earpiece. This transducer converts audio-
frequency electrical signasto acoustic signals that are audible when the earpiece is held againgt the user’s ear.

RINGER -- An annunciator that cannot be used for voice calls, announcements, or paging. A ringer can only produce
specific audible signals.

SPEAKER -- Any component among whose intended functions include performing as a transducer to produce a sound
pressure ana ogue output from an input audio-frequency electrical waveform.

SPEAKER-MICROPHONE -- Any component whose intended functions include performing both as a microphone and
asa speaker.

SPEAKERPHONE -- A feature that permits a telephone to be used without lifting the handset. A speakerphone may be
physically incorporated into the telephone set or it may consist of one or more auxiliary units. A usable speakerphone
contains a microphone, or microphone-amplifier combination, which is sensitive enough to pick up normal con-
versational speech levels at a distance of several feet and a speaker, or speaker-amplifier combination, which will
transduce normal telephone signal levelsto sound pressure levels that can be heard at a distance of several feet.

STATION MOUNTING CORD -- A flexible assembly of individually insulated electrical wires enclosed in a common
insulating jacket and fitted with terminating connectors; used to provide the electrical connections between the main
body of the telephone and the blocks or jacks that terminate the house cabling.

TELECOMMUNICATIONS MEDIUM -- A means of trangporting electrical information from one communications
terminal to another.

TELEPHONE -- A voice terminal that, regardless of whatever other functions it performs, is a member terminal of a
telephone network and accomplishes all the incoming and outgoing signaling and voice interfacing necessary for
operation in that network.

TELEPHONE NETWORK -- A network system that, regardiess of whatever other functions it performs, provides
temporary speech communications links between member voice terminals. The essential characteristics of a telephone
network are (1) that it recognize when a member terminal is initiating a cal (goes off-hook), (2) that it identify the
terminal being called (number dialed), (3) that it annunciate the incoming call (rings the called terminal), and (4) that it
maintain a voice grade communications channel between the calling and called terminals only for the duration of the
call.

TRANSDUCER -- A component of the telephone that either converts electrical signals to acougtic signals or acoustic
signalsto electrical signals; includes microphones, ringers, speakers, and speaker-microphones.

TRANSMITTER ELEMENT -- The microphone located in the handset or headset mouthpiece. This transducer
converts acoustic signals spoken directly into the mouthpiece to analogue audio-frequency electrica signals for
transmission to the main body of the telephone.

TSG-APPROVED TELEPHONE -- TSG-approved status is awarded to telephones that have been technically evaluated
by the government’s Telephone Security Group and determined to meet all applicable on-hook telephone audio security
criteria. A TSG-approved telephone provides all necessary security features as intrinsic properties of the telephone
itsalf.
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TYPE-ACCEPTED TELEPHONE -- A TSG-approved telephone model that the TSG has evaluated in response to a
formal application by its manufacturer, and has been approved and awarded a TSG type-acceptance number. The TSG
telephone type-acceptance program is the primary vehicle for evaluating commercia telephones for TSG approval.
TSG has issued type-acceptance standards that specify the on-hook security design, construction, and performance
characterigtics required for various genres of telephones and type-acceptance classes.

VOICE TERMINAL -- A generic term used to describe any device that, regardiess of whatever other functions it
performs, provides an intentional transmit and/or receive interface between a human talker/listener and an electric or
electronic communications system. All voice terminals contain transducers;, a microphone is necessary if there is a
transmit function and a speaker if there is a receive function. Telephones, speakerphones, and intercom sets are
common examples of voice terminals.
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PREFACE

This standard was prepared by the Telephone Security Group (TSG). The charter members of the TSG are:
Department of the Air Force, Department of the Army, Central Intelligence Agency, Defense Intelligence Agency,
Department of Energy, Federal Bureau of Investigation, Department of the Navy, Nationa Security Agency, US Secret
Service, and Department of State.

The TSG is the primary technical and policy resource in the US Intelligence Community for all aspects of the
technical surveillance countermeasures (TSCM) program involving telephone systems. The TSG standards contain
guidance for providing on-hook security to telephone systems in areas where sensitive government information is
discussed. Implementation of TSG standards neither prevents the application of more stringent requirements nor
satisfies the requirements of other security programs such as TEMPEST, COMSEC, or OPSEC.

TSG Standard 1 is an introduction to telephone security that provides general information about the TSG standards.
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PART 1
INTRODUCTION

A4.1. Purpose. TSG Standard 4 specifies the design and construction criteria, the application procedures, the
manufacturer’s testing requirements, and the documentation necessary for TSG type-acceptance of electronic tel ephones
used in computerized telephone systems (CTS).

A4.2. Application. TSG Standard 4 may be referenced or included in US Government-sponsored procurement
specifications to define TSG type-accepted telephones. This standard may be made available to telephone
manufacturers who are responding to US Government requirements for TSG type-accepted tel ephones.

A4.3. Definitions. Words and terms that are defined in the glossary for Standard 4 are printed in italics. The
definitions in this glossary are for use with this standard only. They are provided to ensure a precise, unambiguous
meaning for terms used to describe TSG requirements. Many of the terms used have no related meaning in any other
context. Where terms are involved that are employed by the telephone industry, the usages given are intended to be
consistent with most common industry practices. Usage, however, can vary significantly from company to company,
and this glossary is not a definitive study of al the ways in which these terms may be used. It isimportant in using TSG
Standard 4 that these terms not be given any more or any less meaning than is specified here.

A4.4. TSG Type-Acceptance Program.

A4.4.1. The TSG isapart of the omnibus program dedicated to assuring the audio security of all sensitive discussion
areas maintained directly by these agencies or by companies under contract to them. The specific purpose of TSG isto
develop and coordinate measures for the prevention, detection, and correction of on-hook audio from telephone
equipment. In pursuing this objective, TSG endeavors to assure that, for any situation, the cognizant authorities in each
agency will aways be in a position to select and adapt the most appropriate means to effectively and economicaly
obtain the necessary level of security.

A4.4.2. TSG recognizes that not al situations require the same level of security. A measure that is completely proper
and sufficient for some applications could be inadequate for other applications; however, the appropriate level of
security for any specific application may generally be achieved with a selected combination of several measures. The
cumulative effect of properly selected complementary measures (which would have been deficient individually) can be
used to produce the desired result. Accordingly, every telephone-related security problem of which TSG is made aware
is examined in detail so the government may be provided with the greatest possible diversity of approaches for its
correction.

A4.4.3. A viable and important approach for telephone security, which has long been employed by the US Government
is the concept of the type-accepted telephone. This is a telephone instrument, which, by virtue of its design and
congtruction, has the following properties:

A4.43.1. The telephone cannot be caused to produce audio when it is in the idle state except by intrusive physical
modifications within the telephone set itsalf.

A4.4.3.2. Thetelephoneis not tractable to the implementation of intrusive modifications.

A4.4.3.3. Electrica and physical inspection can readily determine if an intrusive modification has been placed within
the telephone and if the design/construction security measures are operating properly.

A4.4.4. TSG Standard 3 specifies the design and construction criteria for the TSG type-acceptance of telephones that
are compatible with the traditional nonproprietary central office interface of the public switched telephone network
(PSTN). A fundamental requirement of the basic TSG type-accepted telephone defined by TSG Standard 3 is that all
externa wirelines entering the telephone are disconnected from all internal circuitry (except the annunciator) when the
telephone is in the idle state. Many proprietary CTS electronic telephones, even when they are in the idle state, need
power continuously from the CTS and need to exchange information with it on aregular basis. Therefore, they cannot
support the requirement for total physical disconnect from the external wirelines. The TSG type-acceptance
requirements to be applied for this type of CTS electronic telephone are provided here in TSG Standard 4, rather than in
TSG Standard 3.

A4.45. Without type-accepted telephones, telephone instalations can be considered a priori secure only if the
telephones are isolated or disconnected from all unprotected wires. Thisis achieved by means of supplementary isolator
or disconnect devices placed on the wires or by using a CTS specially configured to conform with TSG Standard 2.
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A4.4.6. On-hook telephone security based on isolation or disconnect methods cannot be universally applied to CTS
electronic telephones.

A4.4.6.1. Mogt of these telephones are not compatible with conventional isolator/disconnect devices that are designed
for the normal centra office interface.

A4.4.6.2. Asthe result of system characteristics or operational congtraints, some installations, and some telephones in
particular, physically cannot be made to conform with the TSG Standard 2. Also, in many cases the cost of applying the
TSG Standard 2 is not commensurate with the number of telephones that must be protected. Even though there may
only be a few specific telephones in the installation that require on-hook security, the entire system would have to
comply with the standard.

A4.4.7. Thetype-acceptance of CTS electronic telephones that have been demonstrated to incorporate intrinsic on-hook
audio security provides a means to assure the security of an indallation when isolation/disconnect measures
(supplementary devices and/or the TSG ingtallation guidelines) are either physically incompatible or economically
infeasible. Neither method, the type-acceptance program nor the application of isolation/disconnect measures, is
regarded as being better than the other. They are both equally acceptable aternative methods for obtaining audio
security. There will be situations where either the isolation/disconnect approach or the type-accepted telephones will be
the preferred method.

A4.4.8. Thefollowing elements of the TSG tel ephone type-acceptance program are essential.

A4.4.8.1. Thedesign and construction specifications that describe the conditions under which telephones are considered
to be:

A4.4.8.1.1. Physicaly incapable (by reason of design and construction) of producing microphonic audio on any wires
leaving the instrument while it isin theidle state.

A4.4.8.1.2. Capable of being individually subjected to routine, on-site physical and electrical inspections that will

adequately and expeditiously determine if the protective measures remain effective and if any intrusive audio
surveillance modifications have been installed.

A4.4.8.2. The standardized evaluation and qualification conditions that are used to determine each type-acceptance
class.

A4.4.8.3. The requirements for documentation and sureties to be provided to a member agency of the TSG. These must
properly demonstrate and guarantee that a particular model telephone does conform to al required criteria.  Any
telephone model whose design and construction is shown by adequate documentation, backed by the necessary surety, to
conform to the required criteria will be type-accepted by the TSG and approved for installation and use without any
requirement for additiona isolation or disconnect measures.

A4.4.8.4. The type-acceptance application process.

A4.4.85. Limited requirements on product stability. These are applied, for the most part, only to those components of
the type-accepted tel ephone that are used to implement mandatory security features. The manufacturer is largely free to
change all nonrelated areas without affecting its type-acceptance status.

A4.4.8.6. Labeling requirements for type-accepted tel ephones.

A4.4.8.7. Guidedlines for use by participating agencies of the US Government to enable them to identify and select
telephones suitable for use in sensitive discussion areas.

A4.4.9. Type-acceptance programs are mutually beneficial to the government and to the telephone industry. The TSG
design and construction standards for type-acceptance are provided both to government agencies and to qualified
members of the industry. The identification of the type-accepted telephone models allows government agencies (who
are concerned about on-hook telephone security) to exclude from consideration for procurement all telephones that are
not acceptable; the TSG type-acceptance standards may be included directly in telephone procurement specifications.

Manufacturers who wish to compete in this market can readily determine if their products are acceptable and, if not,

what modifications are necessary to make them acceptable. Also, the type-acceptance procedure clearly defines what
portions of the telephone can be subsequently atered by the manufacturer without affecting its type-accepted status.

Changes of this sort can be made at the discretion of the manufacturer without involvement of the government.

A4.4.10. Inorder that maximum flexibility is provided to produce the most economical, fully effective security program
for every individual application, TSG has developed standards for multiple categories of type-accepted electronic
telephones.

A4.4.11. Itistheintent of these standards that all telephones that receive a TSG type-acceptance are, at the very least,

determined to be physically incapable (by reason of design and construction, without the need for individual electrical

testing) of producing any microphonic audio on any wires leaving the instrument while it is in the idle state. It is
expected that many commercial instruments now being marketed will qualify under this minimal criterion with little or
no need for special modifications at additional cost.
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A4.4.12. Most telephone installations by the member agencies of TSG will require more than the minimum level of
security.  Compliance with specific criteria concerning the security methodology can produce ligibility for a higher
security classification; the highest classification being Class 1. Whileit is not expected that many telephones now being
commercially produced will inherently meet the criteria for the higher classifications, the grest majority of models now
on the market can probably be economically modified (in production quantities) to do so. The establishment of redistic
type-acceptance standards for the higher security classifications will result in the closing of a large portion of the
government telephone market to al products that do not qualify for the higher security classifications. It is anticipated
that a significant number of manufacturers will recognize that it is to their commercial advantage to produce modified
versions of their various telephone models that will qualify for high-classification type-acceptance.

A4.413. The numericd classes rate the telephones on the basis of idle-state security only. In-use security
considerations are of importance in some situations, and manufacturers may wish to indicate special virtues of their
products that are applicable to those situations. A system of optiona aphabetical suffixes may be appended to the type-
acceptance class number to indicate the following:

A4.4.13.1. Suffix A. The handset requires a push-to-talk operation for the transmitter element and either a push-to-
listen operation or an isolation amplifier for the receiver element. Only handset operation is available with this unit; any
other functions that employ microphonic activity (such as headset, hands-free answering units, speakerphones, or
speaker-microphones) are not possible.  Except for the handset transmitter element, the telephone contains no
microphones.

A4.4.13.2. Suffix B. Only handset operation is available with this unit; any other functions that employ microphonic
activity (such as headset, hands-free answering units, speakerphones, or speaker-microphones) are not possible. Except
for the handset transmitter element, the telephone contains no microphones.

A4.4.13.3. Suffix C. Either handset or headset operation is available with this unit; any other functions that employ
microphonic activity (such as hands-free answering units, speakerphones, or speaker-microphones) are not possible.
Except for the handset or headset transmitter element, the tel ephone contains no microphones.
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PART 2
PROCEDURE FOR OBTAINING AND MAINTAINING TSG TYPE-ACCEPTANCE

A4.5. Type-acceptance procedures cannot be applied effectively to any telephone without the full cooperation of the
manufacturer. The type-acceptance concept involves the manufacturer on a continuing basis, to include but not be
limited to the following:

A4.5.1. Design of the original telephone.

A4.5.2. Design of modifications, if necessary, to comply with the type-acceptance requirements.

A4.5.3. Tegting the candidate tel ephone to establish that it does perform in accordance with the type-acceptance criteria
A4.5.4. Documentation of al claims relating to the type-acceptance requirements.

A4.5.5. Technical information to support the devel opment of field inspection procedures.

A4.5.6. Continued production of the type-accepted version in support of systems purchased by the government or by a
government contractor.

A4.6. When a manufacturer applies for and receives type-acceptance, it is for the specific configuration described in
the application documentation. TSG assigns a type-acceptance number to this configuration. This humber cannot be
used on any alternative configuration that involves a change in any portion of the telephone that has been designated a
critical subassembly for the type-acceptance class in question. The type-acceptance may be revoked at any time it
becomes apparent that the telephone is not providing adequate idle-state audio security.

A4.7. Initial Contact.

A4.7.1. A manufacturer responding to a specific procurement requirement (whether a direct request or a public
announcement) of an agency of the US Government submits the application for type-acceptance to that agency.

A4.7.2. A manufacturer wishing to obtain type-acceptance to gain entry into the portion of the government market
affected by the type-acceptance program can apply to any TSG participating agency.

A4.8. Procedure.
A4.8.1. Ascertain thetype-acceptance class(es) required, if appropriate.
A4.8.2. Evaluatethe proposed products to determine the degree of compliance with the criteriafor the class intended.

A4.8.3. Develop and implement any modifications necessary to meet the requisite criteria. Documentation of the
proposed modifications may be submitted to the agency in question for preliminary evauation before actual
implementation.

[Preliminary approval of the approach, based on the documentation submitted, means only that no obvious deficiencies
are in evidence. Actua type-acceptance requires that the modified telephone be fully tested in accordance with the
requirements for the type-acceptance class in question. There is no assurance that an approach that has received
preliminary approval will pass these tests)]

A4.8.4. Perform all required tests on an actual modified telephone that is exactly like the production unit.

A4.8.5. Submit the following documentation to the agency performing the type-acceptance evaluation. Documents
identified as containing proprietary information will be used to evaluate and confirm the necessary conditions only. All
proprietary information will be treated with strict confidentiality.

[The format used here to list the required documentation is for convenience in presentation and to facilitate application.
The manufacturer is encouraged to use existing manuals, drawings, brochures, or other publications that may be
available. It isnot necessary to extract and repeat specific information in order to meet the documentation requirements
in each of the categorieslisted below. It will be sufficient to state where the information can be found in the publications
provided.]

A4.85.1. Letter of application, signed by an authorized company official, containing the following:
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A4.85.1.1. Identification of product - manufacturer, product line, and models involved. Include whatever additional
descriptive information is necessary to eliminate all possibility of ambiguity or confusion with any other product.
A4.8.5.1.2. The class number for which application isbeing made.

A4.85.1.3. Certification that the product meets the criteria for that class, and that it may be opened for visual and
electrical inspection (to verify that it conformsto all type-acceptance criteria) at any time without invalidating the normal
product warranties.

A4.8.5.1.4. Point of contact for inquiries - name, title, address, telephone number.

A4.85.2. Summary of product offering, including manufacturer’s sales and/or technical literature for the product.

A4.85.3. Summary of test results, explaining basis for asserting that the proposed telephone meets the appropriate
type-acceptance criteria.

A4.8.5.4. Functional description, containing the following:

A4.8.5.4.1. Operation of telephone.

A4.85.4.2. Appearance.

A4.85.4.3. Ingtallation requirements.

A4.85.4.4. Operations manual.

A4.85.4.5. Identification of al systemswith which the telephone is compatible.

A4.8.5.4.6. Features, options, and auxiliary units available with the version being evaluated. Options available on the
standard commercial model may, a the manufacturer’s discretion, be excluded from the version being submitted for
type-acceptance.

A4.85.5. Electrical description, containing the following:

A4.85.5.1. Theory of operation, including description of connection to CTS and any other external connections.
A4.8.5.5.2. Block diagrams, including complete descriptions of signals between functional blocks.

A4.8.5.5.3. Schematic diagrams and circuit descriptions.

A4.8.5.5.4. Component listing.

A4.8.5.5.5. Instalation/maintenance manual.

A4.8.5.6. Detailed security evaluation - must include all features, options, and auxiliary unitsincluded in paragraph
A4.85.4.6. All applicable criteria are applied to the basic telephone and to the composite formed when the auxiliary
units are attached and operational.

A4.8.5.6.1. Provide component layout diagrams, including location and function of test points.

A4.85.6.2. Provide circuit descriptions and diagrams of all audio circuits, foca subassemblies, and critica
subassemblies.

A4.8.5.6.3. Identify al components (manufacturer and model number) added to implement positive security measures.
A4.8.5.6.4. Document all software/firmware involved in the implementation of the positive security measures.
A4.85.6.5. Cite each applicable type-acceptance criterion by its paragraph number in part 3 of this standard (the
paragraph numbers themselves indicate if the criterion being addressed is in the annex specific to the class for which
application is being made). Show how the proposed telephone complies with the criterion.

A4.85.7. Laboratory test report, containing the following:
A4.85.7.1. Abstract.

A4.8.5.7.2. Objectivesof tests.

A4.85.7.3. List of test equipment used.

A4.8.5.7.4. Test equipment configuration used for each test.
A4.85.7.5. Test dataand conclusions.

A4.85.8. Support documentation for field tests and inspections - to be distributed to field inspection teams for use
during on-site testing. The information provided for this purpose should be nonproprietary.

A4.8.5.8.1. Component layout diagrams, including location and function of test points.

A4.8.5.8.2. Ingtructions for assembly and disassembly of the telephone.

A4.8.5.8.3. Photographs showing the appearance of al circuit boards and assemblies.
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A4.85.9. Supplementary information requested by the government in order to complete the evaluation of the
application.

A4.9. Marketing of Type-Accepted Telephones.

A4.9.1. Telephones being marketed to agencies or departments of the US Government as TSG type-accepted
telephones must be permanently marked to show the TSG type-acceptance number and either a serial number or the
month and year of manufacture.

A4.9.2. Regardless of the agency to which the initial application was made, once a TSG type-acceptance number is
assigned to a telephone, it will be recognized as a type-accepted item by all the member agencies of the TSG without
need for further evaluation.
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PART 3
DESIGN AND CONSTRUCTION SPECIFICATIONS

Preliminary Note: The general approach and those requirements that are applicable to al type-acceptance classes are
presented here. Specific requirements for individual type-acceptance classes are provided in a separate dedicated annex
for each class.

A4.10. Introduction.

A4.10.1. The standards are used to determine qualification for type-acceptance in one of several numerically designated
security classes applied to CTS type-accepted electronic telephones. Class 1 has the highest security. Increasing
numerical values indicate decreasing security classifications.

A4.10.2. The primary intent of these standards is to ensure that no signals containing microphonic information
(produced due to the microphonic behavior of any component part or device in the telephone) can leave the telephone
unlessit isin the in-use state.

A4.10.3. The telephone must be demonstrably physically incapable of producing any microphonic audio on any wires
leaving the instrument whileit isnot in use.

A4.104. Regardless of which state the telephone is in (in-use, idle, programming, etc.), no change (temporary or
permanent) in any of the security features required for its type-acceptance class (except those for the annunciator) can
result from any acoustic or electromagnetic signals, or from action by the parent system, or from signals on any of the
station mounting cord wires or power supply wires. The security features are independent of the voltages (or absence
thereof) on any of the wires.

A4.10.5. The higher security type-acceptance classes (lowest class numbers) require that positive security measures that
interfere with the normal in-use functions be employed for operationally inactive transducers. In these cases, provision
must, of course, be made so that with the exception of the annunciator when the telephone isin the in-use state, and at no
other time, these measures are suspended. The suspension of nonannucicator positive security measures required for the
intended type-acceptance class, however, must never be able to occur without a manual action by the user that is
unequivocally associated with placing the telephone in the in-use state (eg., lifting the handset or activating a
speakerphone switch). The CTS must not be able to have any affect on the state of the positive security measures. The
security measures are completely controlled at the telephone. The security measures must all restore to full effect when
the user performs any normal telephone operation intended to terminate the in-use state.

A4.10.6. TSG has concluded that in most cases the objectives of this program are best achieved by using metallic-
contact disconnect devices (switches and relays). It isrecognized that the modern telephone industry often regards these
devices as obsolete technology. Their requirement here, however, does not derive merely from their functional
performance but also from physical and electrical characteristics that make that performance readily confirmable by
electrical and physical inspection. It is emphasized, therefore, that whenever the type-acceptance standards specifically
designate metallic-contact disconnect devices, functionally equivalent operationa alternatives employing more modern
technologies will not be acceptable. The metallic-contact disconnect devices used to isolate and short the various
transducers and handset functions may be switches located in the handset mounting that are operated directly by placing
and removing the handset, or they may be relays that are controlled by whatever form of hookswitch is used.

A4.11. Operational Limitations.

A4.11.1. Thetelephone must not be capable of cordless operation. Wireline connections between the telephone and the
CTS are needed for the telephone to function. All communications and information interchange among the telephone,
its component parts, auxiliary units, and the CTS must be on physical wirelines.

A4.11.2. There must not be any hands-free answering capability. A manua action on the part of the user is necessary to
initiate, answer, join, or maintain acall. The telephone can bein the in-use state only if:

A4.11.2.1. Thehandset isphysicaly removed from the handset mounting, or

A4.11.2.2. A manual speakerphone or headset switch is activated, or

A4.11.2.3. Anauxiliary unit is manually activated.

A4.11.3. Some telephones may require additional action by the user (such as pressing a line select key) to be in the
in-use state; thisis entirely acceptable.

A4.11.4. Thetedephoneisimmediately restored to and remainsin the idle state if:

A4.11.4.1. All auxiliary units are manually deactivated, and
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A4.11.4.2. All headset and speakerphone switches are turned off, and

A4.11.4.3. The handset is positioned in the handset mounting.

A4.11.5. When a cal is terminated, al required idle-state security measures automatically and immediately become
effective.

A4.11.6. Positive security measures cannot include any software-dependent or firmware-dependent functions.

A4.12. Telephone Security and I nspection Support M easures.

A4.12.1. Electrical Requirements.

A4.12.1.1. In implementing the design standards, the telephone is to be treated as an ensemble of electrica and
electronic subassemblies, some of which contain microphonic components. Evauation with respect to security
principles and the implementation of security measures are then to be confined to those subassemblies (the handset for
example) that actually contain the microphonic components rather than to the entire telephone. A microphonic
component, by definition, produces electrical signas in response to audio acoustic signals. Defining a subassembly for
the component sets the idle-state limits allowed for its microphonic signals; they are not permitted outside of the defined
subassembly.  No microphonic signas may extend to the boundary points of the containing subassembly, and these
points, therefore, become the cardinal points for the application of positive security measures and security testing.
A4.12.1.2. A designated subassembly may, in principle, be as large as the entire telephone (excluding external wires
and transmission media) or as small as asingle component. Every subassembly is connected either directly or indirectly
(viaother interna subassemblies) to wires or transmission mediathat |eave the telephone.

A4.12.1.3. All means by which signas may be coupled between the internal subassemblies and to external wires and
media are of concern. These include, but are not limited to, direct metallic connections, electric field coupling, magnetic
field coupling, electro-optics, powerline modulations, and modulated radio-frequency (conducted and/or radiated).
A4.12.1.4. Subassemblies that contain transducers or other potential microphonic components are termed focal
subassemblies.

A4.12.1.5. Subassemblies that are not focal subassemblies but that contain components that are essentid to the
operation of positive security functions are termed critical subassemblies. Any electrical paths or circuitry used to
convey in-use state control signals from the manually actuated component (e.g., hookswitch, headset switch,
speakerphone switch) to the components that implement the positive security measures are included in the critical
subassemblies.

A4.12.1.6. The description of the telephone as an ensemble of subassembliesisfor convenience in specifying, applying,
describing, and evaluating the protective measures. Limits are placed on the scopes of the focal and the critical
subassembliesin the individual specific standards for the various type-acceptance classes. Some type-acceptance classes
are much more restrictive with regard to what is allowed in these subassemblies than are others. The analysis of the
telephone into internal subassembliesis performed by the submitting manufacturer or his marketing agent. The anaysis
must alow all audio transducers and their attendant protective measures to be precisaly identified and explained. For
the most part, this theoretical division of the telephone into subassemblies will follow natural functional divisions
inherent in the instrument (such as handset, ringer, or dia), but this need not be the case, and any arbitrary boundaries
may be used providing that:

A4.12.1.6.1. They do not violate the specific requirements for the intended type-acceptance class.

A4.12.1.6.2. They do not divide any elemental component packages. Any item such as a switch, transformer, relay,
integrated circuit, or multicomponent package (which cannot be readily opened for maintenance on the individua
components) must be placed entirely in a single subassembly.

A4.12.1.6.3. All connectionsto a subassembly are by means of metallic conductors only. Any use of any other coupling
mechanisms must be contained wholly within a single subassembly. It is recognized that fortuitous coupling between
physically separate components that have no significance with respect to the operational performance of the telephone
can be expected to occur. Maximum allowable fortuitous coupling between focal subassemblies and any other part of
the telephone or external wiring will be specified for all classes of type-accepted telephone. Aslong as these couplings
do not exceed the allowable limits, they need not be taken into account when assigning subassembly boundaries.
A4121.64. Any components employed as postive security measures to prevent unwanted signals from being
transmitted on the metallic conductors crossing the boundary of a focal subassembly are included within that focal
subassembly.

A4.12.1.7. Components or devices included in focal subassemblies as positive security measures must be tested and
shown to be non-microphonic. The open-circuit pressure response level must be measured across every pair-wise
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combination of connections to the component/device. In the range 200 Hz to 8 kHz, the microphonic response must be
lessthan 1 mV s for asound pressure level of 2 Pa.

A412.1.8. A didinction is recognized between the original focal subassembly and the resultant focal subassembly
produced when positive security measures have been included. Primary connectors are the conductors that connect to
the original focal subassembly and that must be retained in the resultant, protected configuration for proper operation of
the telephone. The term ancillary connector is used to describe any metallic conductors not present in the origina sub-
assembly that must cross the boundaries of the resultant subassembly specifically to support the positive security
measures.

A4.12.1.9. Except for annunciators, critical subassemblies must not include components that receive, process, or in any
way act on dectrical signals or instructions that originate outside the telephone-auxiliary unit composite.

A4.12.1.10. All transducers, except the annunciator, are operationally inactive, except when the telephone is in the
in-use state. The annunciator transducer is operationally inactive except when an incoming call is being announced.
A4.12.1.11. The open-circuit microphonic pressure response level for unpowered transducers (regardless of whether
they are functionally transmit or receive elements) must be less than 30 mV/Pa over the frequency range 200 Hz to 8
kHz.

A4.12.1.12. A visud indication is to be provided whenever any of the protective measures other than those for the
annunciator is not in effect.

A4.12.1.12.1. If the protective measures are disabled because the handset was removed from the handset mounting no
further visual indication is necessary.

A412.1.12.2. If there are ways by which the user can cause the telephone to be in the in-use state without lifting the
handset, such as with a speakerphone, the telephone must be fitted with a lamp indicator that will unambiguously show
when the protective measures have been disabled. This lamp must respond to all activities that disable the protective
measures while the handset isin the handset mounting; there is no need for it to respond to the lifting of the handset, but
there is also no objection to its doing so.

A4.12.2. Mechanical Requirements.

A4.12.2.1. The construction of the telephone set must provide (at any time before, during, or after installation) a means
for the physical inspection of all security measures to ensure they are functioning properly. All security functions must
be verifiable by physical inspection and/or electrical measurement.

A4.12.2.2. Thetelephone must be capable of repeated disassembly without physical damage or deterioration occurring.
A4.12.2.3. All connections and coupling mechanisms (intentional or fortuitous) that cross the boundaries of the focal
assemblies must be identified.

A4.12.2.4. If atype-acceptance class requires test points (e.g., to permit the electrical verification of security protective
conditions), these test points must be placed so they can be safely accessed while the telephone is operational. The
location of the test points must be such that they can be accessed without danger of touching any other component or
wiring. Under no circumstances shall the security-related test points be accessible without the telephone case being
opened.

A4.12.2.5. All transducers not specificaly alowed must be physically removed from the telephone set, not merely
disconnected. Depending on class/suffix, this may include, but is not limited to, speakers for voice announcements,
speakerphones, and built-in microphones.

A4.12.2.6. The construction of the telephone must preclude any possibility that internal components or wiring can
obstruct the operation of any switch or device used to provide or control the physical protective measures.

A4.12.2.7. Any use of multiple hookswitch plungers will be fully redundant. Depressing any one aone will fully
operate all the idle-state protective measures.

A4.13. Manufacturing Restrictions. Once atelephone is type-accepted, design or construction changes are permitted
unless they affect some aspect of the criteria required for its type-acceptance class. Any design or construction change
in the designated focal subassemblies or critical subassemblies automatically cancels the type-acceptance status.

A4.14. Electrical Test Requirements.
A4.14.1. Sound Pressure Response Tests.

A4.14.1.1. The pressure response level measurements are to determine if there is excessive coupling of microphonically
produced signals from the focal subassemblies to conductorsin their vicinity or to the external wires. Acoustic energy is



AFMAN 33-274  Attachment4 1 July 1997 63

projected at the microphonic element at a specified sound pressure level; ground-referenced and differential voltage
measurements are performed at the conductors of interest.

A4.14.1.2. Acceptance Criteria. For sound pressure levels of 2 Pa:

A4.14.1.2.1. The pressure response voltages due to fortuitous coupling from the focal subassemblies must not exceed
30 MV, & any point inside the telephone. All conductors and components located within 1 cm of the subassembly
must be tested.

A4.14.1.2.2. The pressure response voltages must not exceed 1 mV, s on any external wiring. All conductors leaving
the telephone must be tested.

A4.14.1.2.3. The open-circuit sound pressure response voltage must not exceed 60 mV s for any transducer included in
the telephone-auxiliary unit composite.

A4.14.1.2.4. The open-circuit sound pressure response voltage must not exceed 1 mV,,, for any component used to
implement the positive security measure.

A4.14.1.3. Test Conditions.

A4.14.1.3.1. The sensitivity of the test instrumentation and the environmental noise conditions throughout the specified
frequency range must permit the detection and accurate measurement of any signal from a 100,000-ohm (or less) source
with an open circuit voltage at least one-tenth the maximum allowed level. The net loading impedance of the test
instrumentation must be equal to or greater than 100,000 ohms at the point of connection to the conductors being tested.
A4.14.1.3.2. Both online and offline tests are required for the focal subassemblies. Online tests are performed in the
idle state with the telephone connected to the CTS in the norma manner. For the offline tests, the telephone is
completely disconnected from the CTS. In both cases, al contacts used for positive security measures are in their
normal condition (normal-open are open, normal-closed are closed).

A4.14.1.4. Acoudtic Signals.

A4.14.1.4.1. The sound pressure levels of the test signals are not less than 2 Pafor all tests. Tests on internal points are
conducted at 1 kHz. All other tests are conducted over the frequency range 100 Hz to 15 kHz; either continuoudly or at
intervals not to exceed one-haf octave below 400 Hz and one-third octave above 400 Hz. The test frequency may be
modulated to facilitate recognition during recovery but the rms value must not be less than 2 Pafor at least 50 percent of
the modulation cycle.

A4.14.1.4.2. Testing of more than one transducer at a time is alowed as long as the sound pressure level at each
transducer being considered is at least 2 Pa. In any event every transducer in the telephone-auxiliary unit composite
must be tested either in combination with other transducers or in a separate test run.

A4.14.1.5. Signal Recovery.

A4.14.1.5.1. Internd Points. Identify every conductor that either extends to within 1 cm of the focal subassembly or is
connected to a component that extends to within 1 cm of the focal subassembly. For all electrical signals produced as
the result of coupling from the focal subassembly, measure the ground-referenced voltage at each of these conductors
and the differential voltage for al pair-wise combinations of these conductors; the voltages measured must not exceed
the limits provided above.

A4.14.15.2. Externa Wiring. The external wiring that must be tested consists of the conductors (wires) in the station
mounting cord and in any other externa electrical connection to the telephone (not handset, headset, or auxiliary unit
cords). Measure the electrical signals produced as the result of pressure response from the 2 Pa sound source. Both
ground-referenced voltages and differential pair-wise voltages must be measured for each of these conductors. Every
conductor must be tested individually against ground and in pair-wise combination with every other conductor. The
pressure response voltages must not exceed the limits stipulated above.

A4.14.2. Contact Capacitance Test. Thistest need not be performed if the manufacturer of the component in question
has specified for it aminimum performance that meets or exceeds these criteria

A4.14.2.1. All norma-open metallic contact pairs used for positive security measures must be measured (installed or
not installed at the manufacturer’s option) to confirm compliance with the criteria for maximum capacitance. The test
instrumentation must be capable of detecting and accurately measuring capacitances one-tenth the specified maximum
vaue.
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A4.14.2.2. Acceptance Criterion. The capacitance across the normal-open contacts must be lower than 7 pF.

A4.14.3. Contact Resistance Tests. These tests need not be performed if the manufacturer of the component in
question has specified for it a minimum performance that meets or exceeds these criteria.

A4.14.3.1. All normal-closed metallic contact pairs used for positive security measures must be measured (installed in
the telephone) to confirm compliance with the criteria for maximum closed resistance. The test instrumentation must be
capable of detecting and accurately measuring resi stances one-tenth the specified maximum value.

A4.14.3.2. All norma-open metallic contact pairs used for positive security measures must be measured (installed or
not installed in the telephone at the manufacturer’s option) to confirm compliance with the criteria for minimum open
resstance. The test instrumentation must be capable of detecting and accurately measuring resistances 10 times the
specified minimum value.

A4.14.3.3. Acceptance Criteria. The closed resistance of normal-closed contacts must be lower than 150 mW.
A4.14.3.4. The open resistance across normal-open contacts must exceed 100 MW.
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PART 3 (ANNEX 1)
SUPPLEMENTARY DESIGN AND CONSTRUCTION SPECIFICATIONS TYPE-ACCEPTANCE CLASS 1

Preiminary Note: Thisannex to part 3 of TSG Standard 4 describes the specific supplementary requirements for TSG
type-acceptance Class 1. The genera type-acceptance approach and those requirements that are applicable to al the
type-acceptance classes were presented in part 3 itself.

A4.15.1. Operational/Physical Limitations.

A4.15.1.1. Thereis no voice annunciator capability when the telephone is in the idle state; voice annunciation over a
secondary voice path is permitted if the telephone is already in the in-use state.

A4.15.1.1.1. When thetelephoneisintheidle state:

No audio signals originating outside the telephone can be annunciated directly by any element in the telephone.

Externally generated incoming ring signals or instructions may only activate a ring signal generator located in
the telephone itself.

Audible annunciation of anincoming call is accomplished with the internally generated signals that occur when
the appropriate incoming ring instruction/signal is received by the telephone.

A4.15.1.1.2. Incoming audio may be routed to the receiver element in the handset or to a speaker in an auxiliary unit or
in the main body of the telephone set when, and only when, the telephone isin the in-use state. This audio may be for
the existing call, for local intercom, or to annunciate another call.

A4.15.2. Telephone Security and Inspection Support M easures.

A4.15.2.1. Except as specified below, focal subassemblies cannot include any components other than the transducers or
microphonic el ements themsel ves and the components used to implement the positive security measures.

A4.15.2.1.1. Wires and printed circuit conductors may be included if they connect directly to a transducer and are
operationally necessary. Wires in the cord connecting an external member (e.g., handset, headset, auxiliary unit) to the
main body of the telephone must meet this criterion to be included in afocal subassembly.

A4.15.2.1.2. Components connected directly across the terminals of the transducers may be included if the transducers
in question are located in a member externa to the main body of the telephone, and the positive security measures are
located within the main body itself.

A4.152.1.3. Some transducers are contained in sealed packages that also contain other components. Electret
microphone-based transmitter elements are typicaly constructed in this way. For purposes of assigning the focal
subassembly, sealed packages that do not permit direct access to the actual transducer may be treated as if the entire
package were the transducer.

A4.15.2.2. The following positive security measures are applied at the boundaries of each focal subassembly. These
protective measures must be in effect whenever the transducers contained within the subassembly are operationaly
inactive. Unless the proper control signal (manua in-use action or incoming ring signal) is received, the operationally
inactive measures remain in effect.

A4.15.2.2.1. Normal-open metallic-contact disconnect devices (switches or relays) completely disconnect al intrinsic
connectors of the focal subassembly. The initid breakdown voltage rating for the device must be at least 1.5 kV. The
resistance across the open contacts must exceed 100 MW. The capacitance across the open contacts must be less than
7 pF.

A4.152.2.2. Normal-closed metalic contacts across the intrinsic connectors of the focal subassembly (on the
subassembly side of the disconnected conductor) short &l the intrinsic connectors together. The shorted conductors are
disconnected from the rest of the telephone by the normal-open contacts cited above. The closed contacts must have a
resistance less than 150 mW and be either 5 percent gold alloy or gold clad. The opening and closing of these shorting
contacts must occur with no voltages across them.

A4.15.2.3. When thetelephoneisin theidle state, power isremoved from al components operationally used to amplify
in-use state transmit signals.

A415.24. Test points that permit the electrical verification of al security protective conditions are included. At a
minimum, these test points must provide el ectrical access to the following:
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A4.15.2.4.1. Every metdlic contact used as a protective measure.

A4.15.2.4.2. Every terminal of every transducer.

A4.15.2.4.3. All audio amplifier input signals, output signals, and power feeds.

A4.15.2.4.4. All wiresleaving the telephone.

A4.15.2.4.5. A meansto synchronize test equipment with the exchange of datato and fromthe CTS. For many systems,
these exchanges occur in discrete blocks with a readily discernible transition from an idle condition (at which time there
isno electrical signal on the data line other than, possibly, DC) to the data transfer. In these cases the test points on the
data lines, A4.15.2.4.4. above, are sufficient. If synchronization to the start of the basic data block cannot be obtained
from the data lines without interpretation of the digital data stream, a specific test point that will provide it must be
available inside the telephone.
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PART 3 (ANNEX 2)
SUPPLEMENTARY DESIGN AND CONSTRUCTION SPECIFICATIONS TYPE-ACCEPTANCE CLASS 2

Preiminary Note: Thisannex to part 3 of TSG Standard 4 describes the specific supplementary requirements for TSG
type-acceptance Class 2. The genera type-acceptance approach and those requirements that are applicable to al the
type-acceptance classes were presented in part 3 itself.

A4.16.1. Operational/Physical Limitations. There is no voice annunciator capability when the telephoneisin theidle
state; voice annunciation over a secondary voice path is permitted if the telephone is aready in the in-use state.
A4.16.1.1. When thetelephoneisintheidle state:

A4.16.1.1.1. No audio signas originating outside the telephone can be annunciated directly by any element in the
telephone.

A4.16.1.1.2. Externaly generated incoming ring signas or instructions may only activate aring signa generator located
in the telephone itsalf.

A4.16.1.1.3. Audible annunciation of an incoming call is accomplished with the internally generated signals that occur
when the appropriate incoming ring instruction/signal is received by the telephone.

A4.16.1.2. Incoming audio may be routed to the receiver element in the handset or to a speaker in an auxiliary unit or in
the main body of the telephone set when, and only when, the telephone is in the in-use state. This audio may be either
for the existing cdl, for local intercom, or to annunciate another call.

A4.16.2. Telephone Security and Inspection Support M easures.

A4.16.2.1. If transducers are contained in a unit that islocated outside the main body of the telephone (such as a handset
or auxiliary unit), that unit may, in its entirety (together with the cord connecting it to the main body and the positive
security measures located within the main body), be used as afoca subassembly. For functions wholly contained within
the main body of the telephone, focal subassemblies are limited to the transducers, the components used as positive
security measures, and the wires connecting these components to the transducers.

A4.16.2.2. Some transducers are contained in sedled packages that also contain other components. Electret
microphone-based transmitter elements are typicaly constructed in this way. For purposes of assigning the focal
subassembly, sealed packages that do not permit direct access to the actual transducer may be treated as if the entire
package were the transducer.

A4.16.2.3. The following positive security measures are applied at the boundaries of each focal subassembly. These
protective measures must be in effect whenever the transducers contained within the subassembly are operationaly
inactive. Unless the proper control signal (manua in-use action or incoming ring signal) is received, the operationally
inactive measures remain in effect.

A4.16.2.3.1. Normal-open metallic-contact disconnect devices (switches or relays) completely disconnect al intrinsic
connectors of the focal subassembly. The initia breakdown voltage rating for the device must be at least 1.5 kV. The
resistance across the open contacts must exceed 100 MW. The capacitance across the open contacts must be less than
7 pF.

A4.16.2.3.2. Normal-closed metalic contacts across the intrinsic connectors of the focal subassembly (on the
subassembly side of the disconnected conductor) short al the intrinsic connectors together. The shorted conductors are
disconnected from the rest of the telephone by the normal-open contacts cited above. The closed contacts must have a
resistance less than 150 mW and be either 5 percent gold alloy or gold clad. The opening and closing of these shorting
contacts must occur with no voltages across them.

A4.16.2.4. Test points that permit the electrica verification of al security protective conditions are included. At a
minimum, these test points must provide electrica access to the following:

A4.16.2.4.1. Every metalic contact used as a protective measure.

A4.16.2.4.2. All wiresleaving the telephone.

A4.16.2.4.3. A meansto synchronize test equipment with the exchange of datato and fromthe CTS. For many systems,
these exchanges occur in discrete blocks with areadily discernible transition from an idle condition (at which time there
isno dectrical signa on the data line other than, possibly, DC) to the data transfer. In these cases, the test points on the
data lines, a4.16..2.4.2. above, are sufficient. If synchronization to the start of the basic data block cannot be obtained
from the data lines without interpretation of the digital data stream, a specific test point that will provide it must be
available inside the tel ephone.
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PART 3 (ANNEX 3)
SUPPLEMENTARY DESIGN AND CONSTRUCTION SPECIFICATIONS TYPE-ACCEPTANCE CLASS 3

Preiminary Note: Thisannex to part 3 of TSG Standard 4 describes the specific supplementary requirements for TSG
type-acceptance Class 3. The genera type-acceptance approach and those requirements that are applicable to al the
type-acceptance classes were presented in part 3 itself.

A4.17.1. Operational/Physical Limitations. [Nothing additional is required for this class. All specifications for this
section are provided in part 3 of this standard.]

A4.17.2. Telephone Security and Inspection Support M easures.

A4.17.2.1. If transducers are contained in a unit that islocated outside the main body of the telephone (such as a handset
or auxiliary unit), that unit may, in its entirety (together with the cord connecting it to the main body and the positive
security measures located within the main body), be used as afoca subassembly. For functions wholly contained within
the main body of the telephone, focal subassemblies are limited to the transducers, the components used as positive
security measures, and the wires connecting these components to the transducers.

A4.17.2.2. Some transducers are contained in sedled packages that also contain other components. Electret
microphone-based transmitter elements are typicaly constructed in this way. For purposes of assigning the focal
subassembly, sealed packages that do not permit direct access to the actual transducer may be treated as if the entire
package were the transducer.

A4.17.2.3. The following positive security measures must be applied at the boundaries of each non-annunciator focal
subassembly and are optiona for annunciator focal subassemblies. If the annunciator subassemblies use these measures,
the dternative conditions in section 3(3).2.4, below, may be ignored. All protective measures must be in effect
whenever the transducers contained within the subassembly are operationally inactive. Unless the proper control signal
(manual in-use action or incoming ring signal) is received, the operationally inactive measures remain in effect.
A4.17.2.3.1. Normal-open metallic-contact disconnect devices (switches or relays) completely disconnect dl intrinsic
connectors of the focal subassembly. The initia breakdown voltage rating for the device must be at least 1.5 kV. The
resistance across the open contacts must exceed 100 MW. The capacitance across the open contacts must be less than
7 pF.

A4.17.2.3.2. Norma-closed metalic contacts across the intrinsic connectors of the focal subassembly (on the
subassembly side of the disconnected conductor) short al the intrinsic connectors together. The shorted conductors are
disconnected from the rest of the telephone by the normal-open contacts cited above. The closed contacts must have a
resistance less than 150 mW and be either 5 percent gold alloy or gold clad. The opening and closing of these shorting
contacts must occur with no voltages across them.

A4.17.2.4. |If the positive security measures stipulated in section 3(3).2.3 are not applied to the annunciator focal
subassembly, the annunciator must be a two-terminal ringer that is operated by DC. For any transducer or sealed ringer
package used without the protective measures of section 3(3).2.3, the microphonic response to a 2 Pa sound pressure
level must be lessthan 1 mV s over the frequency range 100 Hz to 15 kHz.

A4.17.25. Test points that permit the electrical verification of al security protective conditions are included. At a
minimum, these test points must provide electrical access to the following:

A4.17.25.1. Every metdlic contact used as a protective measure.

A4.17.2.5.2. All terminals on the annunciator transducer or ringer package.

A4.17.2.5.3. All wiresleaving the telephone.

A4.17.2.5.4. A meansto synchronize test equipment with the exchange of datato and fromthe CTS. For many systems,
these exchanges occur in discrete blocks with a readily discernible transition from an idle condition (at which time there
isno electrical signal on the data line other than, possibly, DC) to the data transfer. In these cases the test points on the
datalines, A4.17.2.5.3. above, are sufficient. If synchronization to the start of the basic data block cannot be obtained
from the data lines without interpretation of the digital data stream, a specific test point that will provide it must be
available inside the telephone.
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GLOSSARY

Preliminary Note: The definitionsin this glossary are for use with the TSG standards only. They are provided to ensure
a precise, unambiguous meaning for terms used to describe TSG requirements. Many of the terms used have no related
meaning in any other context. Where terms are involved that are employed by the telephone industry, the usages given
are intended to be consistent with most common industry practices. Usage, however, can vary significantly from
company to company, and this glossary is not a definitive study of al the ways in which these terms may be used. Itis
important in using the TSG standards, that these terms not be given any more or any less meaning than is specified here.

ANNUNCIATOR -- A device for producing an audible signal to announce an incoming call.

AUDIBLE SIGNAL -- A sound that is specifically emitted by the telephone to be audible anywhere in its immediate
vicinity.

AUXILIARY UNIT -- A device connected to the telephone by means other than the station mounting cord or the
handset cord.

BUILT-IN MICROPHONE -- A microphone located in the body of the telephone rather than in the handset.

CORD -- A flexible assembly of individualy insulated electrical wires enclosed in a common insulating jacket and fitted
with terminating connectors, used to provide the dectricad connections between two separate, distinct units or
component parts.

CRITICAL SUBASSEMBLY -- Any subassembly that is not a foca subassembly, but that contains components
essential to the operation of positive security functions.

CTS (COMPUTERIZED TELEPHONE SYSTEM) -- A generic term used to describe any telephone system that uses
centralized stored program computer technology to provide switched telephone networking features and services.
Referred to commercialy by such terms as computerized private branch exchange (CPBX), private branch exchange
(PBX), private automatic branch exchange (PABX), electronic private automatic branch exchange (EPABX),
computerized branch exchange (CBX), computerized key telephone systems (CKTS), hybrid key systems, business
communications systems, and office communications systems.

CTS ELECTRONIC TELEPHONES -- Telephone sets expressly designed to operate with specific CTS to obtain the
various features and services offered by those CTS. These telephones are not compatible with norma central office
service and cannot be connected directly to standard central office lines.

DISCONNECT -- A device that (1) inserts a bresk at some point in the normal hardwire conduction path that exists
between a telephone and its telecommunications medium, and (2) only when the telephone is in the in-use state,
establishes atemporary metallic connection across that break.

FOCAL SUBASSEMBLY -- Any subassembly that contains transducers or other potentially microphonic components.

HANDS-FREE ANSWERING -- A feature available on some tel ephones and tel ephone systems that, when certain types
of incoming calls occur, either automatically places the telephone in the in-use state or alows the user, without any
manual action, to initiate the in-use state by means of a voice-activated switch.

HANDSET -- A combined telephone earpiece (containing a receiver element) and mouthpiece (containing a transmitter
element) mounted on a handle.

HANDSET CORD -- A flexible assembly of individually insulated electrical wires enclosed in a common insulating
jacket and fitted with terminating connectors, used to provide the electrical connections between the handset and the
main body of the telephone.
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HANDSET MOUNTING -- The receptacle, bracket, cradle, or other support specifically provided on the main body of
the telephone to hold the handset when it is not in use. The handset mounting is fitted with a means to detect whether or
not the handset isin placein (or on) the handset mounting.

HEADSET -- A combined telephone earpiece (containing a receiver element) and mouthpiece (containing a transmitter
element) assembly to be worn on the user’s head.

HOOKSWITCH -- The device employed to determine if the handset is, or is not, in place in (or on) the handset
mounting is termed the hookswitch regardiess of how it operates. In some cases the hookswitch will not involve any sort
of mechanical switch and/or break any incoming current loop.

HOUSE CABLING -- The wiring and associated frames that provide the electrical connections between the computer-
controlled telephone system and the individua blocks or jacks for each telephone’s station mounting cord.

IDLE STATE (VOICE TERMINAL) -- A voice termind is in the idle state whenever it is not in the in-use state (see
below).

IN-USE STATE (VOICE TERMINAL) -- A voice terminal is in the in-use state if it is communicating to its network
system which a user is either initiating or actively engaged in communications via a temporary switched connection set
up by that network system.

ISOLATOR (ISOLATION) -- A device that (1) inserts a break a some point in the normal hardwire conduction path
that exists between a telephone and its telecommunications medium, and (2) only when the telephone is in the in-use
state, provides a temporary communications channel across that break without establishing an end-to-end metallic
connection.

KEY TELEPHONE SYSTEM -- A system of telephones and connections to the public switched telephone network
(PSTN) or to a private branch exchange (PBX) that provides the telephones with selective access to the PSTN or PBX
connections by means of pickup keyslocated at or near the telephones.

MANUAL ACTION -- An action that requires that the user touch, move, lift, or otherwise manipulate by hand, some
control or part of the telephone. An operation that is actuated by the user’s voice does not qualify asamanual action.

MICROPHONE -- Any component among whose intended functions include performing as a transducer to produce an
electrical analogue output from an audio-frequency sound pressure waveform input.

MICROPHONIC -- Any component, regardless of itsintended functions, that exhibits transducer behavior to produce an
electrical analogue output from an audio-frequency sound pressure waveform input is termed microphonic.

NETWORK SYSTEM -- An assembly of member terminals, control facilities, and intercommunication facilities that
can establish and maintain a communications link between any two of the member terminals.

OFF-HOOK (TELEPHONE) -- A telephone in the in-use state.

ON-HOOK AUDIO SECURITY/ON-HOOK TELEPHONE AUDIO SECURITY -- The use of positive measures to
protect on-hook tel ephones against passing room audio is known as on-hook audio security or on-hook telephone audio
security.

ON-HOOK (TELEPHONE) -- A telephone in the idle state.

OPERATIONALLY INACTIVE TRANSDUCER -- A telephone has many functional states, e.g., in-use, idle, incoming
ring, incoming voice announcement, off-hook, speakerphone, programming, etc. When the specific state of the
telephone does not require a particular transducer to perform any action, that transducer is referred to as an operationaly
inactive transducer for the state in question.
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PBX (PRIVATE BRANCH EXCHANGE) -- A PBX is alocd switched telephone network that is itself a member of
the PSTN, and which provides access to the PSTN for its member terminals.

PRESSURE RESPONSE LEVEL -- The pressure response level of a microphoneis the ratio of voltage output to sound
pressure level input.

PSTN (PUBLIC SWITCHED TELEPHONE NETWORK) -- The ordinary dial-up telephone system.

PUSH-TO-OPERATE HANDSET -- There are three forms of push-to-operate handsets:

1 A telephone handset equipped with separate push-to-activate momentary-contact switches, one for the
transmitter element and one for the receiver eement. Either switch when not activated shorts the leads to its respective
transducer and completely disconnects the transducer from the station mounting cord wires.

2. A telephone handset equipped with a single push-to-activate momentary-contact switch. When the
switch is not activated, the leads for both the transmitter element and the receiver element are shorted and are dis-
connected from the station mounting cord wires.

3. A telephone handset equipped with both a single push-to-activate momentary-contact switch and with
an isolation amplifier that alows audio signals to travel from the station mounting cord to the receiver element but not
from the receiver element to the station mounting cord. When the switch is not activated, the leads for the transmitter
element are shorted together and are disconnected from the station mounting cord wires.

RECEIVER ELEMENT -- The spesker located in the handset or headset earpiece. This transducer converts audio-
frequency electrical signasto acoustic signals that are audible when the earpiece is held againgt the user’s ear.

RINGER -- An annunciator that cannot be used for voice calls, announcements, or paging. A ringer can only produce
specific audible signals.

SPEAKER -- Any component among whose intended functions include performing as a transducer to produce a sound
pressure ana ogue output from an input audio-frequency electrical waveform.

SPEAKER-MICROPHONE -- Any component whose intended functions include performing both as a microphone and
asa speaker.

SPEAKERPHONE -- A feature that permits a telephone to be used without lifting the handset. A speakerphone may be
physicaly incorporated into the telephone set or it may consist of one or more auxiliary units. A usable speakerphone
contains a microphone, or microphone-amplifier combination, which is senstive enough to pick up normal
conversational speech levels at a distance of severa feet and a gpeaker, or gpeaker-amplifier combination, which will
transduce normal telephone signal levelsto sound pressure levels that can be heard at a distance of several feet.

STATION MOUNTING CORD -- A flexible assembly of individually insulated electrical wires enclosed in a common
insulating jacket and fitted with terminating connectors, used to provide the electrical connections between the main
body of the tel ephone and the blocks or jacks that terminate the house cabling.

TELECOMMUNICATIONS MEDIUM -- A means of trangporting electrical information from one communications
terminal to another.

TELEPHONE -- A voice terminal that, regardless of whatever other functions it performs, is a member terminal of a
telephone network and accomplishes all the incoming and outgoing signaling and voice interfacing necessary for
operation in that network.

TELEPHONE NETWORK -- A network system that, regardless of whatever other functions it performs, provides
temporary speech communications links between member voice terminals. The essential characteristics of a telephone
network are (1) that it recognize when a member termina is initiating a call (goes off-hook), (2) that it identify the
terminal being called (number diaed), (3) that it annunciate the incoming call (rings the called terminal), and (4) that it
maintain a voice grade communications channel between the calling and called terminals only for the duration of the
call.
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TRANSDUCER -- A component of the telephone that either converts electrical signals to acoustic signals or acoustic
signalsto electrical signals: includes microphones, ringers, speakers, and speaker-microphones.

TRANSMITTER ELEMENT -- The microphone located in the handset or headset mouthpiece. This transducer
converts acoustic signals spoken directly into the mouthpiece to analogue audio-frequency electrica signals for
transmission to the main body of the telephone.

TSG-APPROVED TELEPHONE -- TSG-approved status is awarded to telephones that have been technically evaluated
by the government’s Telephone Security Group and determined to meet all applicable on-hook telephone audio security
criteria. A TSG-approved telephone provides al necessary security features as intrinsic properties of the telephone
itself.

TYPE-ACCEPTED TELEPHONE -- A TSG-approved telephone model that the TSG has evaluated in response to a
formal application by its manufacturer, and has been approved and awarded a TSG type-acceptance number. The TSG
telephone type-acceptance program is the primary vehicle for evaluating commercia telephones for TSG approval.
TSG has issued type-acceptance standards that specify the on-hook security design, construction, and performance
characterigtics required for various genres of telephones and type-acceptance classes.

UNCONTROLLED/UNPROTECTED LINE

UNCONTROLLED/UNPROTECTED TELECOMMUNICATIONS MEDIUM -- A telecommunications medium, such
as a telephone wirdline, that is not provided continuous positive physical protection against unauthorized, clandestine
intercept of theinformation it is being used to convey.

VOICE TERMINAL -- A generic term used to describe any device that, regardless of whatever other functions it
performs, provides an intentional transmit and/or receive interface between a human talker/listener and an electric or
electronic communications system. All voice terminals contain transducers;, a microphone is necessary if there is a
transmit function and a speaker if there is a receive function. Telephones, speakerphones, and intercom sets are
common examples of voice terminals.
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ON-HOOK TELEPHONE AUDIO SECURITY PERFORMANCE SPECIFICATIONS

TSG STANDARD 5

March 1990
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PREFACE

This standard was prepared by the Telephone Security Group (TSG). The charter members of the TSG are:
Department of the Air Force, Department of the Army, Central Intelligence Agency, Defense Intelligence Agency,

Department of Energy, Federal Bureau of Investigation, Department of the Navy, Nationa Security Agency, US Secret
Service, and Department of State.

The TSG is the primary technical and policy resource in the US Intelligence Community for all aspects of the
technical surveillance countermeasures (TSCM) program involving telephone systems. The TSG standards contain
guidance for providing on-hook security to telephone systems in areas where sensitive government information is
discussed. Implementation of TSG standards neither prevents the application of more stringent requirements nor
satisfies the requirements of other security programs such as TEMPEST, COMSEC, or OPSEC.

TSG Standard 1 is an introduction to telephone security that provides general information about the TSG standards.
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ON-HOOK TELEPHONE AUDIO SECURITY PERFORMANCE SPECIFICATIONS

A5.1. Purpose. This standard specifies the minimum required performance for a telephone that can be located in a
sengitive discussion area without supplementary on-hook audio security measures. The technica performance
requirements expressed in this standard are included as a part of the type-acceptance criteria of TSG Standards 3 and 4.

A5.2. Applicability. The acceptance criteria and tests presented in this standard are for use in manufacturing and
procurement of telephone instruments. These criteria are not intended for the testing and examination of installed units.

Ab5.3. Specifications. The telephone must comply with the performance specifications (intrinsic on-hook microphonics,
resistance to modification, and verifiable security) for all the following configurations:

Disconnected from its host system or network with no power applied.
Disconnected from its host system or network, but fully powered and operationally ready.
Connected to its host system or network, fully powered, and operationaly ready.

A5.3.1. Intrinsic On-Hook Microphonics.

A5.3.1.1. While on-hook, the telephone must not be able to pick up and transmit audio to the mounting cord. The
telephone instrument must not exhibit intrinsic microphonic behavior with respect to any of the wires leaving the body of
the ingrument. The non-microphonic characteristic must be sustained independent of al environmental stimuli,
including acoustic and electromagnetic fields, voltages, or commands that could be impressed on mounting cord or
power supply wires. Without a manual action by the user, neither the system nor an incoming cal is permitted to alter
the telephone’s non-microphonic characteristics or cause it to be off-hook.

A5.3.1.2. The purpose for testing microphonic behavior under this standard is not to identify or study individual
microphonic components, but to measure the level of microphonic response for the whole instrument.  With respect to
microphonics, the telephone is considered to be an elemental microphone. The microphonic response is measured at the
mounting cord of the instrument. When the instrument is excited by a sound pressure field, the microphonic response
presents signal voltages at the mounting cord wires. The ground referenced voltage isto be measured at every conductor
leaving the instrument. Also, the differentia voltage for al pair-wise combinations of conductors must be measured to
fully quantify the microphonic response. This set of voltage measurements is performed while the instrument is
subjected to an acoustic excitation at a specified sound pressure level.

Ab.3.1.3. The pressure response level of amicrophone isthe ratio of voltage output to sound pressure level (SPL) inpuit.
The voltage measurement is generally specified as an open-circuit measurement. For purposes of this specification, the
internal loading on the wires being tested may be taken into consideration in configuring the voltage measuring
equipment. The test equipment input resistance must equal or exceed the on-hook terminating impedance inside the
telephone. Regardless of the actua internal terminating impedance, a test equipment impedance in excess of 100 kW is
neither required nor prohibited. The minimum allowed impedances for various conditions are shown in Table A5.1.

Table A5.1.
TERMINATING IMPEDANCE MINIMUM ALLOWED IMPEDANCE
INSIDE TELEPHONE FOR TEST EQUIPMENT
Z < 100 kW Z
Z > 100 kW 100 KW

A5.3.1.4. A response of 0.5 microvoltsypascal is the maximum sound pressure response that is alowed for a telephone
that is to be connected to uncontrolled lines. When the response is measured in volts and the SPL in pascals, the
pressure response level is obtained by dividing the input SPL into the output voltage.

[microvolts]/[pascals] < 0.5
When decibels are used to express both the SPL and response voltage, the pressure response level may be obtained by
subtracting the input SPL (dB) from the output voltage (dB). If the voltage is measured in dB above one microvolt and
the SPL in dB above 20 micropascals, the maximum allowed pressure response level becomes -100 dB.
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[dBmV]-[dB SPL] < -100 Db

A5.3.1.5. The telephone may be tested at any convenient SPL provided that accurate voltage measurements can be
accomplished with the necessary resolution. Compliance with these requirements can normally be accomplished using
an input SPL of 100 dB (2 pascals) or greater. Lower sound pressure levels require the ability to perform calibrated
audio-frequency voltage measurements of less than one microvolt. Examples of the maximum alowed response
voltagesfor varioustest SPL values are shown in Table A5.2.

Table A5.2.
TEST SPL MAXIMUM ALLOWED RESPONSE
dB* Pascals Microvolts (mV) dBmvV
60 0.020 0.01 -40
70 0.063 0.03 -30
80 0.20 0.1 -20
90 0.63 0.3 -10
94 1.0 0.5 -6
100 2.0 1 0
110 6.3 3 +10
*[dB above 20 micropascals|

Ab5.3.1.6. The specified on-hook microphonic performance is required over the frequency range 200-6000 Hertz (Hz).
The actual testing to demonstrate compliance with these specifications may be conducted by measurements taken either
at discrete frequencies or with a continuous frequency sweep over the required range. The continuous frequency sweep
is preferred. If discrete frequencies are used, below 400 Hz the measurements may be made at intervals not to exceed
one-hdf octave; above 400 Hz the frequency intervals are not to exceed one-third octave. The equivalent impedance
(from 200 to 6000 Hz) of al the terminations, devices, and test equipment connected to the particular wire/wire or
wire/ground combination being tested must comply with Table A5.1.

A5.3.2. Redstance to Modification. The idea condition for on-hook audio security is that the telephone cannot by
any means be caused to produce audio when it is on-hook. For redl telephones, however, there is ways a possibility
that accidentd or deliberate modifications to an otherwise approved instrument could cause it to pass audio. Measures
to minimize this possibility must be applied.

A5.3.2.1. The design and congtruction of a telephone must not facilitate any modification that could cause it to pass
audio or become microphonic while on-hook.

A5.3.2.2. The telephone’s internal components must be Situated so that the instrument’s on-hook isolation cannot be
eadly or covertly bypassed.

A5.3.2.3. Theinterna component layout of the telephone must facilitate countermeasures inspection to find potentialy
compromising modifications. With the cover removed, a desirable internal layout would present critical components
and connections in clear view. The layout would facilitate inspection to such a degree that any added conductors or
implanted components would be found immediately. A compromising modification could be readily identified because
all connections critical to on-hook security would be visible. On-hook audio security is compromised when a
microphonic element becomes connected to, or transfers audio to, the external wires. Therefore, components and circuit
traces that are connected to any transducer or microphonic element must not be located adjacent to components or
circuit traces that connect to external wires.

A5.3.2.4. To support the above inspection requirement, there should be no unnecessary enclosed spaces that prevent
ingpection.

A5.3.2.5. There must be no unnecessary or spare wires leaving the telephone.

A5.3.2.6. If atelephone set is computerized, or is a part of a computerized telephone system, it is not permissible for
any software change to cause the tel ephone to pass audio or become microphonic.

A5.3.3. Verifiable Security.
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A5.3.3.1. The congtruction of the telephone set must provide a means for the physical and electrical inspection at any
time; before, during, or after installation. All components that provide on-hook audio isolation must function properly.
All security functions must be verifiable by either physical inspection or electrical measurement, or both.

A5.3.3.2. The telephone must be capable of sustaining repeated disassembly without physical damage or deterioration
occurring.

A5.3.3.3. If eectrica test points are required to test the components that provide isolation, these test points must be
placed so that they can be safely accessed in al normal operating configurations.

A5.3.34. Production changes and modifications, or repairs to existing telephone instruments, must not diminish
compliance with these specifications.
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GLOSSARY

Preliminary Note: The definitionsin this glossary are for use with the TSG standards only. They are provided to ensure
a precise, unambiguous meaning for terms used to describe TSG requirements. Many of the terms used have no related
meaning in any other context. Where terms are involved that are employed by the telephone industry, the usages given
are intended to be consistent with most common industry practices. Usage, however, can vary significantly from
company to company, and this glossary is not a definitive study of al the ways in which these terms may be used. Itis
important in using the TSG standards, that these terms not be given any more or any less meaning than is specified here.

CTS (COMPUTERIZED TELEPHONE SYSTEM) -- A generic term used to describe any telephone system that uses
centralized stored program computer technology to provide switched tel ephone networking features and services. CTSs
are referred to commercialy by such terms as computerized private branch exchange (CPBX), private branch exchange
(PBX), private automatic branch exchange (PABX), electronic private autometic branch exchange (EPABX),
computerized branch exchange (CBX), computerized key telephone systems (CKTS), hybrid key systems, business
communications systems, and office communications systems.

MANUAL ACTION -- An action that requires that the user touch, move, lift, or otherwise manipulate by hand, some
control or part of thetelephone. An operation that is actuated by the user’s voice does not qualify asamanual action.

MICROPHONE -- Any component among whose intended functions include performing as a transducer to produce an
electrical analogue output from an audio-frequency sound pressure waveform input.

MICROPHONIC -- Any component, regardless of its intended functions, that exhibits transducer behavior to produce an
electrical analogue output from an audio-frequency sound pressure waveform input is termed microphonic.

NETWORK SYSTEM -- An assembly of member terminals, control facilities, and intercommunication facilities that
can establish and maintain acommunications link between any two of the member terminals.

OFF-HOOK (TELEPHONE) -- A telephonein the in-use state.

ON-HOOK AUDIO SECURITY/ON-HOOK TELEPHONE AUDIO SECURITY -- The use of positive measures to
protect on-hook telephones against passing room audio is known as on-hook audio security or on-hook telephone audio
security.

ON-HOOK (TELEPHONE) -- A telephonein theidle state.

PRESSURE RESPONSE LEVEL -- The pressure response level of a microphoneis the ratio of voltage output to sound
pressure level input.

STATION MOUNTING CORD -- A flexible assembly of individually insulated electrical wires enclosed in a common
insulating jacket and fitted with terminating connectors, used to provide the electrical connections between the main
body of the telephone and the blocks or jacks that terminate the house cabling.

TELEPHONE -- A voice terminal that, regardless of whatever other functions it performs, is a member terminal of a
telephone network and accomplishes al the incoming and outgoing signaling and voice interfacing necessary for
operation in that network.

TRANSDUCER -- A component of the telephone that either converts electrical signals to acoustic signals or acoustic
signalsto electrical signals; includes microphones, ringers, speakers, and speaker-microphones.

UNCONTROLLED LINE --A telephone wirdline that is not provided continuous positive physical protection against
unauthorized, clandestine intercept of the information it is being used to convey.
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TELEPHONE SECURITY GROUP APPROVED EQUIPMENT

TSG STANDARD 6

March 1990
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PREFACE

This standard was prepared by the Telephone Security Group (TSG). The charter members of the TSG are:
Department of the Air Force, Department of the Army, Central Intelligence Agency, Defense Intelligence Agency,
Department of Energy, Federal Bureau of Investigation, Department of the Navy, Nationa Security Agency, US Secret
Service, and Department of State.

The TSG is the primary technical and policy resource in the US Intelligence Community for all aspects of the
technical surveillance countermeasures (TSCM) program involving telephone systems. The TSG standards contain
guidance for providing on-hook security to telephone systems in areas where sensitive government information is
discussed. Implementation of TSG standards neither prevents the application of more stringent requirements nor
satisfies the requirements of other security programs such as TEMPEST, COMSEC, or OPSEC.

TSG Standard 1 is an introduction to telephone security that provides general information about the TSG standards.
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TELEPHONE SECURITY GROUP-APPROVED EQUIPMENT

A6.1. Purpose. TSG Standard 6 is acompilation of TSG-approved telephone security equipment. Theseitems
have been specifically evaluated by the TSG for security effectiveness.

A6.2. Applicability. This standard appliesto all telephone installations that must be provided with on-hook audio
security.

A6.3. Submission Procedure. TSG will consider for approval any telephone security equipment submitted by a
member agency.

A6.4. Approved Equipment. Approved equipment is listed on the following pages. TSG will issue updates as
needed.

A6.4.1. Telephones type-accepted in accordance with TSG Standard 3 begin at page 94.
A6.4.2. Telephones type-accepted in accordance with TSG Standard 4 begin at page 97.
A6.4.3. Telephones type-accepted in accordance with TSG Standard 5 begin at page 118.
A6.4.4. Other TSG-approved telephones begin at page 144.

A6.4.5. TSG-approved disconnect/isolation devices begin at page 162.

A6.4.6. Ringer protection begins at page 174.

A6.4.7. TSG-approved hand sets begin at page 178.

A6.4.8. TSG-approved telephone filters begin at page 184.

A6.4.9. Miscellaneous TSG-approved equipment begins at page 188.
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TELEPHONESTYPE-ACCEPTED IN ACCORDANCE WITH
TSG STANDARD 3:

TSG TYPE-ACCEPTANCE PROGRAM FOR TELEPHONES USED
WITH THE CONVENTIONAL CENTRAL OFFICE INTERFACE
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DEVICE TYPE:

MANUFACTURER:

MODEL:

TRADE NAME:

DESCRIPTION & USE:
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June 1990

TSG STANDARD 6
TSG-APPROVED EQUIPMENT
Type-accepted telephone
Eagle Telephonics, Long Island, NY
Safe Set
None

Thisisasingle-line analog telephone for use with the conventional loop-start

interface of the Public Switched Telephone Network.

ORDER CODE:

POINT OF CONTACT:

TSG NUMBER:

PRICE:

ASOF:

COMMENTS:

600-152-1

Eagle Telephonics: (516) 244-9600

Supplier: Bell Atlantic Systems Inc, Washington, DC (202) 484-9657.
TSG-XIBIO090134

Eagle Telephonics: $250.00 each

2,000+ units 5% discount
5,000+ units 20% discount
10,000+ units 25% discount

Bell Atlantic Systems, Inc: $187.50 each
Wall mount kit: $18.20

April 1991

Has hold and hookswitch flash features
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October 1991
TSG STANDARD 6
TSG-APPROVED EQUIPMENT
DEVICE TYPE: Type-accepted telephone
MANUFACTURER: AT&T
MODEL: Modified Type 710
TRADE NAME: None
DESCRIPTION & USE: Thisisasingle-line analog telephone for use with the conventional loop-start
interface of the Public Switched Telephone Network.
ORDER CODE: Not available
POINT OF CONTACT: Paul McQuillan

AT&T Federa Systems,
1600 Pennsylvania Ave. NW,
Washington, DC 20500,
(202) 456-6400

FAX (202) 842-0316

TSG NUMBER: TSG-X310191268
PRICE: Not applicable

ASOF: Not applicable
COMMENTS: 1. Toneor pulsedialing.

2. Speed dias up to 16 sets of numbers.

3. Providesline hold. Thisfeatureis activated by placing the handset in the
cradle while depressing the hold button.

4.  Thisinstrument is manufactured in Chinafor AT& T and modified in the
United States for TSG.
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